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WHAT'S

INSIDE

o

Credit unions (CUs) have been under increased scrutiny
as reqgulators like the National Credit Union Administra-
tion (NCUA) determine their cybersecurity readiness.
The NCUA unveiled a new examinationin 2017 to assess
CUs' cybersecurity preparedness, essentially raising the
bar and requiring them to meet new standards. While
CUs across the U.S. are working to meet these higher
safety standards, smaller ones find themselves strug-
gling all too often. According to William J. Mellin, CEQ
and president of the New York Credit Union Association,
these smaller businesses have limited resources and do
not always have designated personnel for monitoring
and managing their cybersecurity defenses.

“Cybersecurity can no longer be an afterthought,” he
said in a statement, “but credit unions do not always

have the tools, resources or manpower to address this
critical function on their own.”

Partnerships can provide CUs with access to cyberse-
curity technologies and support. Getting up to speed
doesn't just mean acquiring new tools, however. It also
requires providing new training for employees. Accord-
ing to Corey Skadburg, chief operating officer at CU cy-
bersecurity training company BrightWise, staff are used
to being accommodating to account holders, which
can sometimes mean overlooking signs that could help
them catch fraudsters.

“If an unusual request comes across a credit union em-
ployee’s desk, skepticism can be overridden by a sense
of duty to solve problems for people quickly,” he said in
an interview.



https://nycua.org/press-releases/1269-jan-25-2018-nycua-partners-with-cybersecurity-company-escope-solutions
https://www.cutoday.info/Fresh-Today/Iowa-League-Launches-Cybersecurity-Training-Firm

CUs are upping their security efforts in today's digital era,
but more work needs to be done if they want to protect
themselves and their members from fraud.

AROUND THE CREDIT UNION WORLD

Identifying and keeping fraudsters at bay should be part
of every credit union’s financial health regime, but it is
particularly important when they are considering new
loan applications. Credit unions that too easily lend mon-
ey and don't properly scrutinize transactions can find
themselves in precarious situations.

Enterprise lead management solutions provider Rollick
Inc. is looking to solve this problem via a partnership
with FinTech CUneXus Solutions. The former is offering
the latter's lending automation technology on its web-
site, enabling it to provide preapproved financing specif-
ically to CU members seeking to purchase powersport
vehicles. The technology screens applicants and verifies
their memberships, ensuring that loans go only to eligi-
ble candidates.

Automotive financing is also the focus of a Pentagon
Federal Credit Union (PenFed) and Auto Financial Group
(AFG) collaboration. Under the partnership, PenFed mem-
bers can receive residual-based financing for new or rel-
atively new vehicles, with AFG managing vehicle turn-in
and value risk processing.

Partnerships are becoming common in the space, with
CU Direct, a Canadian lending technology developer that
works with credit unions, now collaborating with Georgia
United Credit Union. The partnership will offer the for-
mer's account and loan origination system solution to a
wider member base, allowing them to streamline loan ap-
plication processes.



https://powersportsfinance.com/rollick-adds-credit-union-preapproval-to-buying-platform/
https://www.prnewswire.com/news-releases/penfed-credit-union-signs-agreement-with-auto-financial-group-300807747.html
https://www.prnewswire.com/news-releases/georgia-united-credit-union-leverages-cu-directs-lending-360-system-to-streamline-loan-originations-300791364.html

UNIVERSITY OF WISCONSIN CREDIT UNION'S LESSONS FOR
SERVING COLLEGE STUDENTS

The first banking experiences that college students have
are usually at on-campus credit unions, but recruiting
these students away from their home banks and retain-
ing them as customers beyond graduation means CUs
have to meet their demands for mobile onboarding, while
also providing in-person assistance. In this month’s fea-
ture story (p. 7), Eric Bangerter, vice president of eCom-
merce at University of Wisconsin Credit Union (UW Credit
Union), discusses student members' unique needs and
how the CU meets them.

HOW CREDIT UNIONS CAN USE DATA TO IMPROVE BUSINESS
LENDING

SMBs frequently look to FlIs to serve their lending needs.
If CUs want to gain these merchants’ business, they need
to reconsider their data strategies. Many CUs keep their
data siloed and store it in different systems. While that's
a robust security procedure, it leads to inefficiencies
during the loan application process and prevents better
lending practices. This month’s Deep Dive (p. 16) explores
how CUs are leveraging new data approaches — including
digital lending platforms — that can keep information se-
cure while streamlining the process.



https://www.uwcu.org/
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WHEN STUDENTS STEP ONTO COLLEGE CAMPUSES FOR THE FIRST TIME,

they're suddenly faced with a slew of new financial re-
sponsibilities. Many of them have never handled their
own budgets before — something that can be quite
tricky when it includes not just food and rent, but also
expensive textbook purchases. As financial institutions
(FIs) know well, serving this customer base takes careful
strategizing.

Credit unions and other Fls looking to reach these young
customers must tailor their approaches to gain and keep
their business through their college years and beyond.
Students want the convenience of mobile, but they often
need in-person assistance, as well. In addition, they may
need to be educated on financial security and different

financial products, said Eric Bangerter, vice president of
eCommerce at UW Credit Union.

In a recent interview with PYMNTS, Bangerter said serv-
ing students means offering on-the-ground outreach and
extending mobile services to cater to busy schedules and
digital habits.

BRANCHES KEEP THEIR APPEAL

In the past, it was necessary for students to seek out Fls
close to campus and open new accounts. But thanks to
mobile banking, many students who arrive on campus
often already have bank accounts that they can use and
monitor remotely. Mobile payments have also made
in-network ATMs less important, as students don't typi-
cally need to withdraw cash, Bangerter noted. All of these
factors mean CUs must raise the bar on what they offer if
they're going to recruit new students as members.



https://www.uwcu.org/

The increase in already-banked students puts a dent in
recruitment numbers, he said, but in-person service can
be critical for some students.

“We don't necessarily assume all [students are] tech-sav-
vy,” Bangerter said. “They know how to use their phones,
but usually the financial relationship they have with us is
the first ... in their banking lives.”

Alarge portion of the CU's student members prefer to vis-
it branches to get service and ask questions, he added.

CREDIT-BUILDING FOR COLLEGE

Mobile and other technological offerings are non-option-
al in today's digital age, but many other conveniences
and services can make CUs stand out. This includes hav-
ing staff treat students as customers, as opposed to ap-
pealing to the parents they sometimes bring with them.
Another enticing feature UW Credit Union offers is no-fee
checking accounts for its student members.

Targeted financial products are also vital when it comes
to meeting students’ needs and encouraging them to
retain their memberships beyond graduation. Many stu-
dents enter college with little to show for their financial
histories, making it difficult for them to qualify for credit
cards. To help students meet immediate financial needs
and build credit, UW Credit Union offers new members
who meet certain income requirements low-value credit
cards with credit lines between $500 and $1,000. If stu-
dents manage these cards properly, they can begin build-
ing credit scores that will enable them to obtain car loans
or rent apartments upon graduation, Bangerter said.

“[The credit is] not so big an amount that someone could
get themselves into trouble,” he said. “We're trying to get
you to a place so that you when get your first job out of

college, you have a strong enough credit score to qualify
for one of our other Visa cards."

SECURITY IN A MOBILE WORLD

Even though many students seek out physical branches,
digital natives who enroll in universities may find that
technological features are a must. Students are often in-
terested in CUs' starter credit cards, but they also want
to be able to apply for them online or by mobile app. It's
also important for students with packed class schedules
to be able to open accounts, deposit checks and perform
other banking needs on their own time via their smart-
phones, Bangerter said. This technology-first attitude
enables CUs to confidently roll out such services, as user
uptake is almost guaranteed.

Offering services on multiple channels can also present
some challenges, he added, pointing out that when stu-
dents walk into branch locations, they will see posters
and notices and interact with staff who can notify them
about the latest features and security updates. Students
who engage only via an app could easily miss out on
useful advice.

“[Opening an account via mobile] creates a problem from
an educational perspective,” Bangerter said. “We have
to find ways to get into [these members’] busy lives with
messages and features in the app — with things they
might see if they came in but may miss in the digital
experience.”

He's also observed that younger digital natives can be
too trusting of technology — and too willing to share user-
names and passwords. Ensuring the safety of students’
finances often means UW Credit Union must provide safe
practice reminders, such as informing members to never



share their account details and offer tips for detecting
phishing attacks.

“The No. 1 fraud case we're seeing is where people are
giving up their credentials in order to receive money or
help someone out, with the offer that they can keep a
piece of the money — those generally turn out to be fraud-
ulent transactions,” Bangerter said.

UW Credit Union wants to provide its members with
seamless, frictionless services while also keeping them
safe, and digital loan and credit line applications are ar-
eas in which it has been successful in this endeavor.

“You buy something on iTunes and it starts downloading
instantly. ... People’s expectations are the same for finan-
cial services, and, a lot of the time, waiting three days for
loan approval, or two days for card in the mail doesn't
hold up,” he said.

To provide faster, more secure services, the CU uses au-
tomation that leverages information about the applica-
tion — drawn from both the CU’s prior interactions with
the member and from partner data sources — to fill in
details, enabling a more streamlined application process.

As CUs work to recruit student members and stay en-
gaged with them throughout their financial lives, they will
increasingly have to find ways to provide robust digital
services and compelling on-site support.

UNB=R | HE

HOOD

How has UW Credit Union evolved its
approach to offering peer-to-peer
(P2P) payments?

“We'd internally developed a product 13 or 14 years ago
that used [Automated Clearing House]. We were trying
to solve a problem [faced by] parents in our branches
who — as their students were opening accounts — said,
‘Hey, I'm in Chicago or the Twin Cities, and | bank else-
where. How do | get my son or daughter money every
month?’ [At the time] we had a bank-by-mail kit, but that
was old-fashioned, even that many years ago.

We ended up [using] a tool where parents could register
on a website and send their students money. [But] it
was a convoluted process: The student had to invite
their parent, then the parent had to set up an account
and validate the account over a couple days through
microdeposits, then they could start sending money
from their account to their student. ..The student
couldn’t pay anyone else out [from the account] — they
could only receive money. Later, we added a mem-
ber-to-member version ... but the student could never
pay a non-member.

Zelle solves that. ... Anyone that banks at the credit
union can now send anyone in the U.S. money, and all
they need to know is their email address or mobile num-
ber. Zelle is ridiculously fast ... and there’s no middle
account. Our [previous] system went direct account

to account but took three to four business days to
process through the ACH system. ... It was a long wait,
especially if it was an emergency or there was need for
quick money."

ERIC BANGERTER

Vice president of eCommerce at University of Wisconsin
Credit Union
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NJ CREDIT UNION LEAGUE PREPARES TO LAUNCH ACET
READINESS PORTAL

Cybersecurity is becoming increasingly critical for all
FIs, and the NCUA took that into consideration when it
developed the Automated Cybersecurity Examination
Tool (ACET). The tool was created in 2017 and is meant
to help CUs assess their cyber-risk management, threat
intelligence and other related capabilities.

The New Jersey Credit Union League (NJCUL) re-
cently teamed up with CU service organization Red-
stone Consulting Group to provide its members with a

subscription-based portal to help them prepare for ACET
examinations and fine-tune their cybersecurity process-
es. According to NJCUL President David Frankil, small
CUs often lack the necessary resources to employ full-
time cybersecurity staff, making it particularly important
to provide them with structured processes to help them
keep up with cybersecurity requirements.

BRIGHTWISE AIMS TO PROVIDE ONLINE CYBERSECURITY
TRAINING

Cybersecurity tools can be ineffective if staff members
don't know what to look for. As such, lowa's Affiliates
Management Co. — the lowa Credit Union League’s hold-
ing company — debuted a new cybersecurity training
company specifically for CUs. The new firm, BrightWise,


https://www.cutimes.com/2019/02/15/njcul-redstone-partner-on-acet-portal/
https://www.njcul.org/index.php/news-reports/press/4161-njcul-redstone-partner-on-acet-portal

is headed by CEO Sherri Davidoff and chief operating of-
ficer Corey Skadburg and is offering subscription-based
online cybersecurity training for CU employees. Skad-
burg said the CUs' customer support-focused philoso-
phies introduce major avenues for security risks, which
employees must be trained to avoid.

“Credit union staff are wired to bend over backwards for
members and their colleagues,” he said in a statement.
“If an unusual request comes across a credit union em-
ployee’s desk, skepticism can be overridden by a sense of
duty to solve problems for people quickly.”

SCHOOLSFIRST FEDERAL CREDIT UNION PROVIDES ZELLE
PROTECTIONS

According to SchoolsFirst Federal Credit Union, account
holders sometimes need training, too. That's why the CU
is now educating its members on safety when using P2P
services. The California-based credit union serves those
employed by the state’s education system and their fam-
ilies — approximately 863,000 people — and has been
looking to offer Early Warning Service's Zelle through
its own app. The CU has aimed to protect its members
from fraud by mailing them newsletters and marketing
inserts to outline the dangers that come with using Zelle
to pay strangers. Amy Hsu, SchoolsFirst's vice president
of product and research, told PYMNTS is a recent inter-
view that the CU’s app also sends members alerts, keep-
ing them aware of their transactions and educating them
about the service.

In-app features are also helping the CU provide securi-
ty without providing frictions for its members, many of
whom are just learning how to use Zelle. These features

include algorithms that run in the app's background
to help confirm that the people who are logging in are
legitimate users by matching them with their expected
IP addresses, geographic locations and behaviors. The
app also texts account holders when Zelle payments are
initiated from their accounts. CUs and community banks
make up 85 percent of Zelle's user base, meaning that
security is particularly important to the service.

CUSG FORMS DEAL WITH AFFIRMX ON REGULATION AND
COMPLIANCE SOLUTIONS

CU Solutions Group (CUSG), which offers technology,
marketing, human resources and strategic advisory solu-
tions to CUs, recently joined with risk management and
assessment tools and services Provider AffirmX. The for-
mer acquired a majority ownership of CU sector rights to
the latter's risk management and compliance solutions,
including cybersecurity risk assessment, regulatory
compliance monitoring, Americans with Disabilities Act
(ADA) compliance, loan review services and more. The
offerings are currently supported and distributed by CU
leagues and associations in Connecticut, Indiana, Mary-
land, the Mountain West region, New Jersey, New York,
North and South Dakota and Washington, D.C., and by the
National Coalition of Firefighters Credit Unions and the
Education Credit Union Council.

The new deal will help CUSG expand distribution of these
services, and it and other investor CU leagues will gain
exclusive and perpetual licenses to the patents, codes,
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contracts and intellectual properties of AffirmX's CU solu-
tions. Additionally, CUSG agreed to work with AffirmX to
service existing and future contracts and to partner with
it on future product development. The companies also
intend to jointly invest in and distribute a suite of gover-
nance, risk and compliance solutions.

NYCUA PARTNERS WITH QUATRRO

While AffirmX and CUSG focus on forthcoming compli-
ance solutions, the New York Credit Union Association
(NYCUA) is working to tap into existing ones. The orga-
nization partnered with Quatrro Processing Services
(QPS), which provides FinTechs with global fraud and risk
mitigation solutions, giving NYCUA members preferred
rates on QPS' offerings. NYCUA's CEO and president, Wil-
liam J. Mellin, expects the deal to enable New York CUs
to better leverage artificial intelligence (Al) and machine
learning (ML).

QPS offers an Al-powered fraud detection platform over-
seen by live staff that monitor transactions 24/7. The
platform will help FIs meet anti-money laundering (AML)
regulations, as well as those imposed by the NCUA and
the New York Department of Financial Services.

NCUA APPROVES NEW AUDIT RULE

The NCUA is looking to ease some of those requirements,
and it unanimously decided to clarify and add greater
flexibility to a regulation involving supervisory committee
audits of federally insured CUs. CUs can currently obtain
third-party audits but must receive those reports within
120 days. The new rule would eliminate this time limit,
enabling CUs to negotiate their delivery dates. The ap-
proved rule also replaces certain existing optional audit
procedures with a list of minimum requirements. Com-
ments on the new regulation may be submitted within 60
days of its publication in the Federal Register.

ROLLICK, CUNEXUS PARTNER ON CU PREAPPROVAL
SOLUTION

Enterprise lead management solutions provider Rollick
Inc. has partnered with Santa Rosa, California-based Fin-
Tech CUneXus Solutions to offer credit union members
preapproved financing for powersport vehicle purchases.
CUneXus screens potential customers and verifies their
memberships before granting preapproval, and the loans
can be used to purchase “specific vehicles” at powersport
dealerships. Rollick entered the partnership to break into
finances and to give CU members additional savings. The
lending automation technology will work on Rollick’s web-
site or branded shopping portals.

13
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PENFED, AUTO FINANCIAL OFFER RESIDUAL-BASED FINANCING

Two other Fls are also working together to meet CU mem-
bers' rising demands for automotive financing options.
AFG has partnered with PenFed and now offers its resid-
ual-based financing program to the CU’s 1.8 million mem-
bers. PenFed is the second-largest federally chartered CU
in the U.S. by asset size.

The agreement enables PenFed to offer residual-based fi-
nancing for vehicles ranging from brand new to five years
old, and AFG will handle vehicle turn-in and residual value
risk processing. The latter’s solutions give recipients bal-
loon loans, end-of-term options, flexible terms and lower
payments, among other perks, while PenFed will see com-
petitive residual-based financing alternatives, higher loan
yields and end-of-term process management.

GEORGIA UNITED TAPS LENDING 360 FOR LOAN ORIGINATIONS

Canadian CU lending technology developer CU Direct has
some partnership news of its own, recently announcing a
collaboration with Georgia United Credit Union, which has
more than 161,700 members and handles $1.3 billion in as-
sets. The partnership will expand upon CU Direct’s Lending
360 account and loan origination system, which is currently
used by more than 140 CUs to open CD, checking, money

market and savings accounts, as well as to automate con-
sumer lending application processes. CU Direct said its
product offers “dynamic features that streamline the entire
loan application process, giving [CUs] the ability to greatly
enhance loan officer efficiency and member experience.”

FORMER LENDING DIRECTOR OF FSU CREDIT UNION INDICTED
ON FEDERAL CHARGES

Fraud is a crime for which CUs typically keep an eye out, but
Florida State University (FSU) Credit Union is now dealing
with a different type of fraud that's hitting close to home:
Its former lending director, Kevin R. Lee, is facing embezzle-
ment charges. The U.S. District Court for the Northern Dis-
trict of Florida formally charged Lee with 20 counts of bank
fraud, aggravated identity theft, filing false tax returns and
theft from a lending institution. The court holds that, while
he was lending director, Lee forged signatures and used
the personal information of three people to open lines of
credit. In addition, he allegedly transferred money from 20
other customers into three fraudulently created accounts.
The court has also charged him with submitting false tax
returns from 2015 to 2017. In total, he is accused of embez-
zling about $800,000, which was used to pay down personal
debts that included his mortgage.
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ENACOMM, WESCOM PAIR ON VOICE-BASED BANKING
TECHNOLOGY

Voice-based digital banking options are on the rise, and
FinTech ENACOMM and technology credit union services
organization (CUSO) Wescom Resources Group (WRG) are
hoping to capitalize on this market growth. They both re-
cently entered agreements that enable them to offer each
other’s products. ENACOMM will use WRG's Symmetry
eBanking, and WRG will provide U.S.-based CU members
access to ENACOMM's Virtual Personal Assistants (VPA)
and intelligent interactive voice response (IVR) solutions.

ENACOMM's products tap into virtual voice assistants like
Amazon’'s Alexa and Google Assistant, enabling authen-
ticated users to provide vocal cues to access their finan-
cial accounts and complete transactions. According to
research from Adobe Analytics, 32 percent of consumers
owned smart speakers as of August 2018, and 76 percent

N

e
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-

of those who did used them more frequently over the last
year. ENACOMM and WRG's partnership aims to trim the
time and operational costs involved in digital banking via
enhanced workflow automation, while also making banking
easier for consumers with voice assistants.

CCCU, KONY DBX PARTNER ON UPDATED DIGITAL BANKING
PLATFORM

California Coast Credit Union (CCCU) is revamping its digi-
tal user interface via a partnership with digital banking solu-
tions provider Kony DBX. The two companies have plans to
launch additional site functionalities, such as more person-
alized customer experiences.

CCCU, which currently serves more than 175,000 members
in Riverside and San Diego counties and manages more
than $2.5 billion in assets, sought to introduce features that
would differentiate it from competing firms. Kony DBX pro-
vides Fls with resources that deliver enhanced, personal-
ized customer experiences, making it a solid partner for the
CU's endeavor.
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TO IMPROVE
BUSINESS LENDING

Entrepreneurs and small business owners often turn to
their local credit unions for their financial needs, wheth-
er they're renovating their offices or adding staff mem-
bers. When compared to traditional banks, CUs often
offer loans with lower interest rates and more flexible
payment terms.

These reduced rates are likely contributing to an increase
in lending activity. The Mortgage Bankers Association re-
cently released a weekly report that found that mortgage
applications had increased 8.9 percent from the previous
week. During the same period, purchase applications
rose 6 percent and refinancing grew 12 percent.

According to the most recent data available from the
Biz2Credit Small Business Lending Index, small and mid-
sized business (SMB) lending is also on the rise at credit
unions. SMB loan approval increased from 40.2 percent
in December to 40.3 percent in January.

This increase is giving CUs the opportunity to improve
their lending practices, enabling them to embrace more
efficient data management strategies. A recent report
found that 45 percent of credit unions do not have data

analytics and digital transformation strategies in place,
and those that do reported their plans will take three to
five years to implement. CUs that fail to embrace data
analytics are putting themselves at a disadvantage when
it comes to winning over SMBs.

The following Deep Dive delves into the current state of
business lending at credit unions and the strategies they
could employ to make lending more secure and efficient.

CREATING A NEW DATA ORDER

Credit unions’ top lending features — low interest rates
and flexible payments — could be improved with en-
hanced data tools. It's common practice for credit unions
to silo their data, storing it across various systems.
While this is good for security, it results in inefficiencies
during the lending process as key pieces of data may be
inaccessible.

Credit unions need to remove the silos from their opera-
tions to tap into the full potential of their data. To do so,
they should first establish a data task force that includes
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professionals from their lending, marketing, sales, IT
and operations departments. This can help CUs better
understand which data is most valuable to the lending
process, and what type of data needs to be collected and
analyzed. Information like this can then be used to estab-
lish a common data warehouse.

The data task force should also be responsible for check-
ing the quality and purity of the collected data. Bad or
incomplete data does little for credit unions, meaning
they should review data purity to determine what is worth
storing and what should be removed. It's also important
for the data task force to consider what types of data CUs
should capture in the future, such as the time an appli-
cant spent at a previous job or how long they lived at a
former place of residence. All of this data can be used to
monitor and identify potential risk factors.

CUs should also focus on developing and enforcing pol-
icies and procedures for data management, set mission
objectives and agree to important terms and definitions.
Each of these steps is essential when it comes to em-
bracing the best data management practices.

THE FINTECH FACTOR

Improving data flow and management is vital for credit
unions looking to take on additional lending business —
an area where they face fierce competition.

According to a Fed report from 2017, SMBs are consid-
erably more likely to turn to banks to secure loans, with

48 percent utilizing large banks and 47 percent turning to
small ones. Only 9 percent sought credit unions.

The availahility of FinTech services — mobile apps, hill
pay, P2P transfers and digital lending — is also creating
more competition for CUs. Borrowers are becoming more
interested in loans that can be easily completed and ap-
proved digitally, as they enable faster access.

Alliant Credit Union launched an all-digital lending plat-
form in 2017 to compete with banks and FinTech rivals.
Its Consumer Loan QOrigination System (CLOS) enables
consumers to apply for any type of loan that Alliant of-
fers, including new and used vehicle, home equity and
RV loans, among others. The platform digitizes the entire
process, from application to approval, and funds are de-
livered in as few as 30 minutes.

Jason Osterhage, senior vice president of lending for Al-
liant, said the push to develop CLOS was driven by the
high bar set by FinTechs. Shortly after its launch, Alliant
reported that 85 percent of its consumer loan origination
volume was initiated on the platform. The smooth func-
tions and a streamlined lending process provided by CLOS
granted Alliant access to both customer and loan data.

Data is key for CUs looking to meet customers’ expecta-
tions. By digitizing data and implementing rules and reg-
ulations that make it more fluid, accessible and secure,
CUs will position themselves as solid lending options
for their members, delivering on their missions to act as
member-facing organizations.
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