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F raud concerns swept the nation as digitization accelerated during the pandemic. 
The uptick in online traffic and an increase in user profiles helped the virtual 
world become a breeding ground for bad actors. Fraud prevention service pro-
viders reacted accordingly, developing high-tech solutions to combat increas-

ingly sophisticated fraudsters. Many organizations around the world quickly adopted 
these tools and offerings, while those that delayed innovating risked the financial and 
reputational consequences of security breaches.

These developments offered hard lessons for many credit unions (CUs). Their historical 
emphasis on personalized, face-to-face banking — however highly valued among mem-
bers — left some unprepared to combat online fraud’s worsening risks. Leaked creden-
tials and insecure email networks — and those of vendors — serve as the main culprits 
for CUs’ vulnerabilities on this front. PYMNTS’ research shows that approximately 11% of 
credit union members turn to outside financial institutions (FIs) for products and ser-
vices because they believe other institutions lessen their chances of having data stolen, 
and 9% of members do so because they believe other FIs have lower fraud risks. These 
perceptions could jeopardize both member retention and potential revenue as more con-
sumers base their choice of financial providers on security.

CUs apparently are taking these lessons to heart: Recent PYMNTS’ research shows that 
93% of CUs are funding security, authentication or digital identity initiatives in 2021 — up 
from just 42% in 2020. CUs’ investments in fraud management and anti-money launder-
ing (AML) programs also are rising sharply. Our data shows that 69% of CUs are investing 
in fraud prevention innovations in 2021, a marked improvement from the 45% that did so 
in 2020.

As challenger banks and FinTechs continue to adapt to consumers’ digital mindsets, CUs 
also must consider the many benefits of advanced tools such as data analytics, artificial 
intelligence (AI) and machine learning (ML). The implementation of these services can 
help to identify and eliminate the risks of fraud, reduce friction and improve member 
satisfaction in the process.

This edition of the Credit Union Tracker®, a PYMNTS and PSCU collaboration, delves into 
the current threats facing CUs and how innovative fraud prevention technologies can 
help them refocus on keeping members satisfied and loyal for years to come.

Thought Leadership Team

EDITOR’S  
LETTER
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Technology has become foundational to society as the pandemic continues to impact 
all corners of the globe. Consumers have rushed to digital channels to tackle daily tasks 
including grocery shopping, handling healthcare appointments and meeting banking 
needs. As individuals focus on online platforms and mobile apps, organizations have 
been forced to follow suit or risk seeing consumers flock to digitally savvy competitors. 

Few organizations have had to respond to 
this digital shift as rapidly as those in the 
banking sector, especially credit unions. 
Kelly Albiston, senior vice president and 
chief technology officer of digital prod-
uct development at Mountain America 
Credit Union (MACU), explained that the 
volume of Paycheck Protection Program 
(PPP) loans and stimulus payments that 
passed through his company intensified 
its needs for infrastructural innovations.

“We have experienced a much greater 
need to enhance self-service experiences 
as face-to-face interactions became 
challenging during the pandemic,” he 
said.  “This includes continued invest-
ment in services like account opening 
and consumer lending applications, as 
well as [continuing to enhance] card-re-
lated services.”

This trend is not exclusive to MACU, and 
some CUs opted to increase their invest-
ments in key services by merging. The 
National Credit Union Administration’s 
(NCUA’s) Insurance Report of Activity 
revealed that 43 mergers were approved 
in Q3 2021, nine more than were approved 
in Q3 2020. Twenty-eight of these merg-
ers occurred because CUs wanted to 
expand their offerings, and eight could 
be attributed to poor financial condi-
tions. CU merger rates are expected to 
continue rising in 2022 as smaller credit 
unions aim to expand the digital services 
available to their members by integrating 
with larger organizations.

 
How Advanced Tools Such As 
AI Can Help CUs Curb Fraud 
In The Digital Banking Age 

Feature Story

https://www.macu.com/
https://www.macu.com/
https://www.cunamutual.com/-/media/cunamutual/about-us/credit-union-trends/public/cutr_2021-11.pdf
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DATA BREACHES POSE 
CHALLENGES

Digital expansions and mergers are 
boosting user accessibility and helping 
CUs meet members’ new demands, but 
these shifts also have generated several 
challenges. Chief among them is fraud: 
More than $154 million in fraud losses 
were reported globally in 2020, and 56% 
of consumers in the United States claim 
they have been victims of fraud over the 
past two years. 

“With all the data breaches in recent 
years leaking a lot of personal informa-
tion into the wild, the know-your-cus-
tomer (KYC) process continues to be 
challenging as [MACU] enhance[s] more 
self-service capabilities,” he continued. 

The rise in online profiles —  combined 
with many consumers’ less-than-ideal 
digital hygiene —  has contributed to a 
steady increase in fraud. The issue has 
not gone unnoticed by credit union mem-
bers, either. PYMNTS’ data shows that 
11% of CU members use tools and ser-
vices from FIs other than their primary 
CUs because they believe their data is 
less likely to be stolen when they do. 
This means failing to adequately clamp 
down on fraud and neglecting to inno-
vate could chip away at CUs’ typically 
high member approval ratings.

“Keeping bad actors from opening 
accounts is challenging, but existing 
members are also at risk of falling for 
scams or having access to their accounts 
compromised by ever-evolving tech-
niques used to gain passwords and inter-
cept multifactor authentication PINs,” 
Albiston said. “These threats, along with 
the speed at which money can now flow 
out from accounts through new chan-
nels, present a greater risk for fraud.”

AI AND ML LEAD THE ANTI-
FRAUD CHARGE

Fortunately for CUs, numerous ways to 
combat fraud exist and provide the per-
sonalized customer experiences mem-
bers expect. Albiston said while some 
fraud is bound to occur, MACU’s goal 
is to minimize the number of instances 
and their impact. Advanced technology 
now incorporates AI and ML to weed out 
fraudsters while creating minimal friction 
for genuine users. Part of this approach 
entails allowing the technology to bet-
ter establish what constitutes legitimate 
member behavior based on members’ 
histories and device usage.

“Like all security, it takes a very layered 
approach to be successful,” he explained. 
“We use … identity services to establish 
our KYC processes, which have been very 
effective at minimizing account-opening 

fraud. We enhanced authentication ser-
vices that profile member devices and 
prompt for step-up authentication from 
unknown devices.”

Albiston also said implementing biomet-
rics can help CUs distinguish bad actors 
from members and that tapping AI and 
ML to examine money movement across 
channels and even internally can enable 
credit unions to spot fraudulent traf-
fic. Additionally, he said MACU supports 
credit-lock and account-creation tools 
that notify members in real time about 
access and changes to their accounts.

Credit unions are moving quickly to roll 
out digital innovations that can help 
them compete with FinTechs and digi-
tal-only banks, and some are partnering 
or even merging with other CUs to make 
these developments a reality. Keeping 
fraud to a minimum will be imperative as 
they make these shifts, however. There 
is no universal fraud protection formula 
for every institution, but leveraging AI, 
ML and other advanced technologies 
can give CUs more muscle to thwart 
sophisticated bad actors while keeping 
interactions smooth and convenient for 
members. 

“Keeping bad actors 
from opening accounts 
is challenging, but 
existing members 
are also at risk of 
falling for scams 
or having access 
to their accounts 
compromised by ever-
evolving techniques.”
K E L LY  A L B I S T O N
senior vice president and chief technology officer of 
digital product development at Mountain America 
Credit Union

https://www.wincu.org/about-us/family-blog/blog-1/2021/11/30/tis-the-season-for-fraud
https://www.pymnts.com/study/credit-union-innovation-digital-banking-loyalty-contactless/
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Fraudulent activity and cyberattacks skyrocketed during the pandemic. How 
important is it for CUs to address fraud concerns now to prevent revenue loss and 
reputational damages in the future?

The battle against fraud in an evolving digital world is never-ending. The COVID-19 pandemic 
has been the ‘great accelerator’ for digital transactions, as consumer adoption of eCom-
merce [has] skyrocketed. These seismic shifts have greatly impacted fraud, and fraudsters 
continue to innovate and find new ways to attack using multiple channels and sophisticated 
fraud schemes. As credit union members continue to embrace technology and increase dig-
ital interactions, strong fraud management is more important than ever.

Establishing successful fraud mitigation strategies that strike the right balance between risk 
tolerance and member experience is imperative for credit unions. While leveraging technol-
ogy is critical, it also takes a holistic approach that involves people and processes to effec-
tively combat fraud. 

Fraud will undoubtedly continue to evolve as consumers are increasingly gravitating to dig-
ital experiences, a trend that extends across all demographics. While different consumers 
may be utilizing digital in different ways, eCommerce and card-not-present transactions will 
continue to accelerate, [driving] online fraud numbers even higher. It is imperative for credit 
unions to have the right tools and technologies in place to stop fraudsters … while simulta-
neously ensuring a better member experience.”

 

JACK LYNCH 
Senior vice president and  

© 2021 PYMNTS.com All Rights Reserved
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WHILE 
LEVERAGING 
TECHNOLOGY IS 
CRITICAL, IT ALSO 
TAKES A HOLISTIC 
APPROACH THAT 
INVOLVES PEOPLE 
AND PROCESSES 
TO EFFECTIVELY 
COMBAT FRAUD.
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How Credit Unions  
Can Work To  

Identify And Eliminate 
Fraud Risks

PYMNTS Intelligence

C redit unions have been known 
historically for their mem-
ber-first mentality and intimate 
face-to-face banking model. This 

business structure has worked in their favor, 
but it also has left some CUs less prepared 
for the pandemic-driven shift to digital-first 
banking and its associated risks — particu-
larly the risk of online fraud.

Recent data revealed credit unions’ specific 
vulnerabilities in this area, which include 
leaked employee credentials, insecure email 
networks and subpar software patch man-
agement. These weaknesses translate to 
an estimated yearly financial risk of direct 
fraud attacks that can range from $190,000 
for small CUs to $1.2 million for large CUs. 
Indirect risks to CUs via their third-party 
vendors may be even more damaging. Tech-
nology solutions to these issues exist in 
the market, making it incumbent on credit 
unions to implement cybersecurity innova-
tions to avoid potentially devastating effects 
on both revenues and members’ trust. This 
month, PYMNTS examines the intensifying 
fraud risks confronting credit unions and the 
innovative technologies helping CUs mitigate 
these risks.

FRAUD RISKS AFFECTING CUs AND 
VENDORS

Vendors that serve credit unions are a key 
variable affecting fraud’s overall impact on 
CUs. The financial risk of a third-party attack 
on a single vendor runs upward of $300,000 

for small CUs and more than $1 million for 
large CUs, and that risk multiplies with each 
vendor that has access to a CU’s sensitive 
data. Fraudsters frequently use leaked cre-
dentials to execute schemes such as ran-
somware deployment, and credit unions are 
relatively easy targets: Recent research indi-
cated that 86% of CUs and 76% of their ven-
dors had employee credentials circulating 
on the dark web. Out-of-date systems are 
another contributing factor to credit unions’ 
fraud risk, as they left 48% of CUs and 58% 
of their vendors open to possible cyberat-
tacks. CUs and vendors that do not innovate 
their operational systems make themselves 
more susceptible to hackers navigating well-
known security gaps.

Consumer awareness also has led to 
increasing data security concerns. PYMNTS’ 
research from August 2021 shows that 11% 
of CU members turn to other FIs for certain 
offerings because they feel those institu-
tions reduce their chances of data theft, and 
9% of members do so because they believe 
these other FIs offer a lower risk of fraud.

Member perception and brand reputation 
thus offer additional incentives for CU exec-
utives to implement strong cybersecurity 
measures. Greater numbers of consumers 
are deciding how to pay based on payment 
options’ perceived security, according to a 
PSCU report. The share of consumers bas-
ing payment decisions on security doubled 
between 2019 and 2020 alone, from four in 
10 to eight in 10. The same study showed 

https://www.prnewswire.com/news-releases/credit-union-industry-risks-significant-financial-impact-due-to-cybersecurity-vulnerabilities-according-to-black-kite-301249450.html
https://www.prnewswire.com/news-releases/credit-union-industry-risks-significant-financial-impact-due-to-cybersecurity-vulnerabilities-according-to-black-kite-301249450.html
https://www.pymnts.com/study/credit-union-innovation-portfolio-leakage-revenue-interest/
https://www.cumanagement.com/sites/default/files/2021-03/EOP_2020_10_22_FINAL-2%5B74%5D.pdf
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that more CU members than nonmembers 
reported a charge dispute in the previous 60 
to 90 days, at 25% versus 13%, respectively. 
CU members also were more likely to take 
advantage of mobile fraud alerts than their 
nonmember counterparts.

HOW CUs ARE LEVERAGING 
INNOVATIONS TO STRENGTHEN 
CYBERSECURITY

Legacy, rules-based fraud prevention sys-
tems are the most popular across the board 
for all banking institutions, with 40% of FIs 
using such equipment. Additionally, 26% 
still rely on antiquated manual reviews to 
identify fraudsters. Synthetic identity theft 
now is the fastest-growing financial crime 
in the U.S., and it poses an increasing threat 
to credit unions utilizing such weak fraud 
defenses.

AI and ML are among the technologies that 
CUs are leveraging to boost their risk man-
agement efforts. AI systems can sift through 
large quantities of data to guard against 
synthetic accounts without manual review, 
offering CUs valuable cost savings. CUs 
implementing AI platforms for fraud preven-
tion can lower the occurrences of both false 
positives and human errors, reducing cus-
tomer friction and freeing up staff to focus 
on improving the member experience.

CUs are working to catch up to other FIs’ data security innovations to combat fraud. Recent 
PYMNTS’ research shows that 93% of CUs are funding security, authentication or digital identity 
initiatives in 2021, up from just 42% in 2020 and a mere 35% in 2019. Investments to address 
fraud and prevent money laundering also have taken a sharp upward trajectory this year, fol-
lowing a drop in 2020. Though just 69% of CUs said they were investing in fraud prevention 
innovations in 2021, down from a recent high of 72% in 2018, this year’s figure still represents a 
big improvement from 2020, when just 45% made these investments.

AI can help credit unions prevent fraud so that they can continue to do what they do best: 
delight members by meeting their demands and expectations. As fraudsters continue to inno-
vate their avenues of attack, CUs may benefit the most from partnering with AI-based antifraud 
solution providers that can deliver strong security while optimizing the member experience.

Non-CU member

CU member
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0000000033

0000000027

0000000028

Interest rates are lower at other banks or credit unions.

24.5%
24.9%

15.0%
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0000000025

0000000011
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The chance that my personal data will be stolen is lower at 
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Figure 1: 

Why consumers obtain financial products and  
services from secondary FIs
Share of consumers who cite select reasons for using 
financial products and services from secondary FIs, 
members versus nonmembers 
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Security, authentication or digital identity
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Mobile banking capabilities

Contactless cards

Small business credit

Voice assistants

Real-time payments
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Small to mid-sized business payroll
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202020192018 2021

Table 1: 

Which new products and services CUs are funding  
Share that cite select innovations as areas of investment, 
by year

https://brighterion.com/wp-content/uploads/2020/10/Using-AI-to-manage-credit-risk-lenders-report-on-current-AI-use-and-future-investments.pdf
https://www.investopedia.com/terms/s/synthetic-identity-theft.asp
https://www.ncuf.coop/news/credit-union-technology-watch-artificial-intelligence-ai/
https://www.pymnts.com/study/credit-union-innovation-digital-banking-loyalty-contactless/
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CREDIT UNION FRAUD

REDSTONE FEDERAL CREDIT UNION 
SUFFERS BIN ATTACK

Fraud attempts are on the rise at larger FIs, 
including credit unions. Redstone Federal 
Credit Union recently reported a bank iden-
tification number (BIN) attack that impacted 
a small portion of its more than 650,000 
members. These attacks occur when fraud-
sters obtain an institution’s BIN — generally 
the first six digits of its issued debit card 
numbers — and use advanced software to 
try millions of combinations of the remain-
ing digits to turn up legitimate card num-
bers.

In a press release following the incident, the 
CU said its fraud prevention team reacted 
immediately to mitigate and obstruct any 
further attacks. Many of the amounts pro-
cessed on successfully breached accounts 
were less than $10, and CU officials said 
affected members would be reimbursed as 
quickly as possible. The incident followed a 
similar attack that affected Air Force Fed-
eral Credit Union earlier this year and high-
lights the growing fraud risks facing today’s 
credit unions.

ZELLE FRAUD SCAM TARGETS CU MEMBERS

Popular peer-to-peer (P2P) payment service Zelle is a hot target for cyber-
criminals looking to cash out CU members’ accounts, according to a recent 
report. Bad actors gain access through an elaborate phishing scheme that 
convinces genuine account holders to provide them with an identity-ver-
ifying code. The fraudster then uses this code to change the user’s pass-
word and illegally transfer funds via Zelle.

Ken Otsuka, a senior risk consultant at CUNA Mutual Group, said he and 
his team learned that a number of CUs witnessed this particular scam 
in the same month they introduced Zelle into their payments operations. 
Fraudsters targeted CUs with other P2P offerings but appeared to prefer 

https://www.ncuf.coop/files/FHN_NCUF_Artificial-Intelligence_Final.pdf
https://whnt.com/news/redstone-federal-credit-union-hit-by-fraudulent-attacks-charges/
https://www.creditunions.com/articles/bin-there-done-that-air-force-fcu-topples-an-attack/
https://krebsonsecurity.com/2021/11/the-zelle-fraud-scam-how-it-works-how-to-fight-back/
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Zelle because of the speed with which they received payments. Otsuka 
explained that attacks occurring over the course of a single day or several 
days can rapidly accumulate large fraud losses due to the sheer number 
of members in CUs’ databases.

INNOVATIVE CU SERVICES  
AND SOLUTIONS
CUs ADOPT CLOUD SOLUTIONS AS DIGITAL-FIRST 
PRESSURES MOUNT

Credit unions are eyeing moves to the cloud in droves as both workflows 
and member expectations evolve. Some experts say steady cloud adop-
tion based on a CU’s specific needs may be preferable to an all-or-nothing 
approach, however.

CUs historically have shied away from the cloud because of existing legacy 
systems’ complexity and their banking processes’ specificity. Member sat-
isfaction fell in 2020, however, sparking a wave of digital transformations 
as rival FIs threatened to outcompete CUs on innovation. Three-quarters 
of U.S. consumers now use mobile banking, and 20% of CU members plan 
to decrease their in-branch visits indefinitely. As a result, 42% of CUs now 
are committing to cloud solutions and an additional 54% are “curious” or 
“considering” migration.

The cloud offers three key benefits for CUs. The first is scalability, as it 
allows CUs to expand service offerings as needed to maintain member 
satisfaction without making a major investment in one shot. The second 

benefit is cloud technology’s ability to provide the continuous availability 
of data and services that CUs will need to best serve their members. The 
third benefit is affordability, as CUs can choose cloud services that best 
suit their business models without breaking the bank. To move operations 
to the cloud safely and securely, CUs should evaluate their workflows to 
determine what needs to remain on-site and how technology can help 
streamline the process.

PSCU ROLLS OUT IDENTITY INTELLIGENCE SOLUTION TO 
IMPROVE PERSONALIZATION, FRAUD DETECTION

Heightened competition is prompting FIs around the globe to reassess 
their uses of data and analytics to improve performance, growth and cus-
tomer service. In response to the demand for such technology, credit union 
service organization PSCU is releasing Identity Resolution, a new “identity 
intelligence” solution as part of its revamped data science and analytics 
portfolio.

The solution is one of three data-enrichment strategies designed to 
improve FIs’ targeted marketing response while also offering better credit 
bureau scoring validation and authentication to help prevent and detect 
fraud. The software seamlessly integrates with its users’ content net-
works, simplifying adoption and improving member experience.

“PSCU and our team of data scientists understand how to harness the 
convergence of digital and data to provide greater insight into cardholder 
activity and preferences, and our refreshed data science and analytics 
portfolio helps analyze collective enriched data to create a holistic view of 
behavior to drive actionable insights,” according to Jeremiah Lotz, manag-
ing vice president of digital and data at PSCU. “Through these resources, 
we are ultimately empowering our financial institutions to anticipate their 
needs and drive in-demand personalized experiences.”

https://biztechmagazine.com/article/2021/11/what-credit-unions-need-know-about-cloud
https://www.pymnts.com/credit-unions/2021/pscu-announces-the-release-of-identity-resolution/
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We are interested in your feedback on this report. If you have questions or comments,  
or if you would like to subscribe to this report, please email us at feedback@pymnts.com.
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