Cross-Border Commerce Futures: How
Al And Biometrics Are Transforming
Global Risk Management, a PYMNTS and
Payoneer collaboration, examines how
efficient, secure and compliant cross-
border payments help small to mid-sized
businesses (SMBs) and entrepreneurs
achieve their global ambitions during

crises that impact their business.
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hile the introduction of cross-border payments at

scale has empowered many businesses globally,

it has also amplified the risk of money laundering
schemes or other financial crimes. Remote onboarding of
customers and rapid, high-volume payments provide more
opportunities for criminals. Bad actors leverage sophisticated
technology to gain access to financial platforms or create
technical vulnerabilities to launch attacks. Thankfully, more
payments platforms are using technologies such as artificial
intelligence (Al) and biometrics to develop robust defenses —
allowing FinTechs to effectively manage compliance on behalf
of their business customers.

Cross-Border Commerce Futures: How Al And Biometrics Are
Transforming Global Risk Management, a PYMNTS and Payoneer
collaboration, looks at how advanced technologies are transform-
ing global risk management for businesses with cross-border
operations.
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The Risk Management Landscape:

Challenges in identiFying and mitigating
modern Fraud and AML risks

PYMNTS

or FinTechs and financial institutions (Fls), keeping up with the

ever-increasing sophistication of criminal elements while

supporting a long-term growth strategy can be challeng-
ing, if not impossible.

First, there is the matter of identifying suspicious transactions
and vulnerabilities to fraud — a critical task for businesses and
payment services providers supporting global companies and
entrepreneurs.

This requires more than a basic understanding of how fraud works
— it demands up-to-the-minute awareness of the latest tactics
used by bad actors to infiltrate, compromise or dupe accounts,
and the best ways to combat the tools they use.

As new technologies emerge in retail and financial services, bad
actors leverage these same innovations to evolve their methods
of committing fraud and other crimes. Cross-border operations
add additional challenges, ranging from navigating compliance
requirements to managing multiple currency payments.

Global risk management becomes even more difficult at scale —
as business success and transaction volume increase, technical
vulnerabilities to complex fraud attacks also grow exponentially.
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For example, managing KYB requirements can be a global chal-
lenge. FinTechs and Fls may find themselves caught in the middle:
Preserving user experience is a priority, but the complexity of
cross-border regulations can make seamless payments difficult
to consistently deliver as requirements vary from region to region.

Why “payments as usual” are fraught with new risks when
businesses operate internationally

The risk of fraud and other financial crimes increases as a busi-
ness grows. Authenticating, tracking and monitoring payments is
a complex process, and this complexity increases when it comes
to cross-border payments.

Onboarding each new business relationship to ensure compli-
ance with global anti-money laundering (AML) and combating
the financing of terrorism (CFT) standards can be daunting for
FinTechs and Fls of all sizes — especially in light of new and
complex global regulations. New know your customer (KYC)
and CFT reporting standards require more stringent transaction
monitoring, heightening the risk of noncompliance. Here are just
some examples of the compliance tasks the industry must fulfill
as they process payments across international borders:

© 2022 PYMNTS All Rights Reserved



5 | Cross-Border Commerce Futures

PYMNTS

() Payoneer

Global KYC and CFT standards
monitoring

These standards may vary by region, even when interna-
tional mandates are the same. Businesses must comply
with international regulations and the rules applicable to
each party involved in a transaction. Financial Action Task
Force, European Union and United States regulations may
also change over time as new technologies and business
models emerge, and organizations must be prepared to
heighten their compliance efforts.

Proactive nhoncompliance
risk screening

Sanctions list screening is a complex task for businesses
attempting to manage compliance independently. Payee
information must be verified against sanctioned actor lists
such as OFAC SDN, PEP, HMT, RES 1988, AQ, CFSP and
others on a regular basis. Organizations must update their
screening processes as these lists change to ensure that
payments are not sent or received from the flagged indi-
viduals, corporations or state actors.

Real-time, transaction-level
monitoring

This layer of compliance management reveals persistent
vulnerabilities to fraud and other financial crimes, making
it the most efficient way to block fraud attacks and miti-
gate previous security failures. This level of sophisticated
analysis is particularly challenging for growing businesses,
especially at scale, without the use of advanced monitoring
technologies like Al and biometrics.

© 2022 PYMNTS All Rights Reserved



7 | Cross-Border Commerce Futures

Managing Risk:

Whose problem is it, anyway?

PYMNTS

or many businesses, the burden of fighting fraud and

managing compliance falls on their payments process-

ing platforms. Yet the unique challenges of cross-border
business growth in an evolving payments ecosystem — ranging
from multi-region compliance strategies to transaction-level
security measures — often leave even highly innovative pay-
ment services processors without adequate defenses against
sophisticated attacks.

New tools for fighting financial crime and money laundering

Enter Al and biometrics — technologies that allow Fls to level up
their data security, fraud detection and risk mitigation strategies.
Al enhances risk analysis by leveraging lightning-fast processing
power to identify fraud or financial crime vulnerabilities, mon-
itoring transactions for signs of suspicious activity and helping
businesses prevent financial loss. The use of unique identification
through biometrics provides greater security around customer
onboarding and is increasingly important because many regu-
lated Fls now meet prospective customers digitally and not in
person. Both technologies offer FinTechs and Fls opportunities
to take risk and cost out of the compliance process and provide
improved service to customers.

Why Al-based transaction-level monitoring is essential for
managing risk

Al works at the transaction level to help block threats and detect
sophisticated networks that are exploiting financial platforms. It
also enables risk models to evolve continuously and ensure that
compliance resources are used most effectively.
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hay Dovev is senior vice president of strategic accounts

for ThetaRay, a large data analytics and software as a

service firm headquartered in Israel. We connected with
Dovev to learn more about the technology behind his com-
pany’s successful AML and anti-crime strategies.

Q: What are some modern security and noncompliance risks
facing organizations?

A: Most are related to terror financing, AML, fraud and other
financial crimes, which have become increasingly hard to stop,
as old-fashioned controls can’t stop new threats. A rules-based
transaction monitoring system must constantly adapt to new
typologies. Criminals will always exploit loopholes or gaps or
come up with complicated schemes. Besides being expensive to
operate and requiring significant manpower, rules-based archi-
tecture is not a smart implementation of technology. It relies
on known rules that can be easily outsmarted by bad actors,
including in cyber-engineered attacks.

Q: What is the value of a payments processing platform that
uses model transaction tools?

A: Simply put, it’s safer to transfer these payments. Having said
that, each part of the transaction chain can better trust the
entity it works with, enabling businesses [to open] in additional
territories and enjoy more comprehensive risk coverage, even

with third-party clients. In sum, FinTechs that implement modern
systems can more easily win new business partners and grow
their revenues.




Q: So, innovation is key to better compliance results. How
does compliance relate to business growth?

A: Compliance enforces the standard of security and informa-
tion safety, as well as with whom we can and can’t do business.
Hence, there is a significant impact on business growth, according
to where we are “allowed” to work, market and sell our services
and where we can’t. The level of risk drives the business forward
or backward. Rather than de-risking, forward-looking FinTechs
are increasing their reach in global markets as a source of new
revenues. They are doing so by enhancing their risk controls
and switching to smarter technology that effectively recognizes
threats to make the corridor safe.

Q: So, how does the use of machine learning and Al accelerate
risk/vulnerability identification and mitigation?

A: It overcomes a principal inherited problem — it may detect
unknown risk patterns. Hence, basically the system is “insured;
at least at a reasonable level, versus risk that never could have
been spotted and acted upon. Patterns of illegal activity using
digital platforms are new and evolving, coming within the context
of unknown unknowns. Unsupervised machine learning and Al are
much more effective tools for transaction monitoring because
they can identify truly abnormal transactional activity without
human bias for better decision-making. Al and machine learning
solutions can respond and adapt to risks a lot faster.




icheal Sheehy is the chief compliance officer for

Payoneer. We sat down with Sheehy to discuss the

role of technology in improving how FinTechs and
FIs manage compliance, particularly biometrics and Al.

Q: What does the future look like for organizations or entre-
preneurs facing compliance challenges?

A: We look at the future from three perspectives when it comes
to compliance. First, our customers expect seamless experi-
ences when using our services. Whether it’s via online forms or
real-time interactions, they want us to collect compliance and
regulatory requirements and focus on growing their businesses.
Second, we anticipate that bad actors will always be innovating to
find new ways to game the system, which means we can never
be complacent. We all need to constantly invest in new tools,
methods and expertise. Third, we take seriously our responsibil-
ity as stewards of the global financial system, working hand in
hand with our regulators around the world whenever possible
to collaborate on our common goal.

Q: How does Al and machine learning fit into the future of
payments management?

A: Artificial intelligence is the future, but the future is already
here in terms of the expectations of regulators around the world:
They expect regulated entities like Payoneer, as well as the banks,
to ensure that their compliance monitoring technology and
framework are up to date and can evolve with the customer and
the environment in which it operates. Al is important because
it allows us to move from the rules-based “detect and report”
paradigm to a new paradigm based on effective prevention. This
is incredibly significant for those of us who are stewards of the
financial system because criminals will always be creating and
investing in new tools and methods to move dirty money faster
than any rules-based approach. Adding a machine-learning layer
allows us to evolve, adjust and detect more complex typologies
and sophisticated networks.




Q: So, we know that Al is not a one-size-fits-all solution —
what should organizations keep in mind as they think about
this technology?

A: Adding an Al detection layer to your compliance toolkit does
not mean abandoning the traditional rules-based risk engines.
Rather, it's an additional layer that allows us to perform further
and deeper analysis of transactions going through our network.
We think of it as a “canary in the coal mine;” alerting us to potential
danger before we have picked it up with other tools. The biggest
challenge with implementing an Al system is configuring it. You
have to figure out the algorithm that most effectively parses the
information in your network and then tool your system so that
you aren’t overwhelmed with false positives.

Q: How about biometrics? Where does that fit in with a pro-
active compliance model?

A: Biometrics is becoming increasingly necessary as a tool to
combat AML and identity-based fraud typologies. That’s because,
increasingly, many regulated institutions have to onboard cus-
tomers in virtual settings rather than face-to-face. Ever since
the Equifax data breach, in particular, we can expect that most
individuals’ traditional, personal identification information can be
obtained somewhere on the dark web. That means biometric
information, which is any unique data point for an individual that
cannot be replicated by someone else, becomes the best way
to ensure that the person you’re dealing with is that person.

This is an area where the industry is often ahead of the regula-
tors but given the trends we're seeing in places like Singapore,
Malaysia and the European Union — which are requiring Fls like
us to incorporate biometric information in our KYC programs —
we expect that more regulators around the world will start to
require it as well.
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Q: What about the challenges involved with biometrics? CARDHOL?'

A: There are some challenges to using biometrics. For example, | 4

not every region in the world has reliable or extensive internet
coverage, which makes it difficult to gather and check biomet-
ric information. There are also places where this information is
protected in such a way that it cannot be transmitted across '

borders. This also means there is no single global vendor that
can handle a company’s biometric collection needs. And last ;
but certainly not least, we need to recognize that requiring bio- 7

metric information does interrupt the customer experience by
adding extra steps that can slow down the onboarding process
or increase the abandonment rate.




() Payoneer

PYMNTS is where the best minds and the best content meet on the web to learn
about “What’s Next” in payments and commerce. Our interactive platform is
reinventing the way in which companies in payments share relevant information
about the initiatives that shape the future of this dynamic sector and make news.
Our data and analytics team includes economists, data scientists and industry
analysts who work with companies to measure and quantify the innovation that

is at the cutting edge of this new world.

Payoneer is the world’s go-to partner for digital commerce, everywhere. From
borderless payments to boundless growth, Payoneer promises any business, in
any market, the technology, connections and confidence to participate and flourish

in the new global economy.

Since 2005, Payoneer has been imagining and engineering a truly global ecosys-
tem so the entire world can realize its potential. Powering growth for customers
ranging from aspiring entrepreneurs in emerging markets to the world’s leading
digital brands like Airbnb, Amazon, Google, Upwork, and Walmart, Payoneer offers

a universe of opportunities, open to you.

We are interested in your feedback on this report. If you have gquestions or comments,

or if you would like to subscribe to this report, please email us at feedback@pymnts.com.
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