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Introduction

When making online financial transactions, consumers face
constant security threats and want their banks to do more to
protect their assets and personal information.

PYMNTS’ latest research shows that half of U.S. consumers feel
their banks should offer additional security measures, especially
for non-routine transactions. This is the case even though most
consumers report feeling satisfied overall with the level of se-
curity their financial institutions (Fls) provide. In other words,
banks tend to meet basic online security expectations but fall
short of delivering the security options and features their cus-
tomers prefer.

Our study also reveals that nearly three times as many U.S.
consumers now prefer to access their bank accounts using
smartphones rather than computers. Security plays a key role
in this shift: The majority of consumers now view smartphones
and computers as equally secure for online financial activities,
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and most consumers see biometric tools, which smartphones

tend to conveniently provide, as the most secure way to au-
thenticate a transaction.

Fls are facing a clear and present threat to their consumer
banking customer base. To ensure they can maintain customer
satisfaction and ultimately retention, banks and credit unions
should explore new, customer-preferred fraud prevention solu-
tions. Consumer Authentication Preferences for Online Banking
and Transactions, a PYMNTS and Entersekt collaboration,
examines consumers’ authentication preferences for online fi-
nancial transactions. This report is based on a census-balanced
survey of 2,584 adult consumers in the U.S. that was conducted
between Sept. 26, 2022, and Oct. 3, 2022.

This is what we learned.
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Introduction

Most consumers now believe smartphones and
computers are equally secure for online financial
activities.

Fifty-seven percent of consumers view smartphones and comput-
ers as equally secure for online financial transactions. In the past
month, 71% of consumers used smartphones more frequently than
other devices to send or receive money, and 63% did so to purchase
goods and services online. Most consumers now trust their smart-
phones when accessing bank accounts and paying bills, with 61%
and 52% using them for these purposes, respectively.

Consumers view biometric tools as more secure than
passwords for authenticating their transactions.

In the past month, 47% of consumers used biometrics and 65% used
passwords to authenticate access to online accounts and payment
methods. Although passwords are still the most widely used, 31% of
consumers believe biometrics are more secure. Indeed, 52% of con-
sumers who use biometrics prefer the authentication method over
other options, while only 25% of consumers who use passwords feel

as positive about passwords.
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Most consumers are satisfied with their banks’
digital security measures, but half still believe
that their Fls should do more.

While 83% of consumers are confident in their banks’ security mea-
sures, half of all consumers feel their Fls should provide additional
protection. Perhaps not surprisingly, this sentiment is particularly
strong among consumers who are unhappy with the level of securi-
ty their banks are currently providing: 66% of this subgroup strongly
supports the implementation of additional security measures.

Consumers want additional visible security
measures from their banks for high-risk,
online financial transactions.

Our research found that 36% of consumers want their banks to require
more visible security measures for infrequent online transactions,
which are perceived as higher risk. Consumers are most concerned
about security measures when using new devices to access their
bank accounts (38%), completing their first online transaction with
a new eTailer (35%) and updating their personal information in their
bank accounts (35%).
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Smartphones:
Today’s personal computer

Gone are the days of having to huddle over a desktop or laptop
computer to access a bank account or make online transac-
tions. Consumers are shifting toward mobile devices for these
transactions, with 57% now seeing smartphones and computers
as equally secure options.

Indeed, PYMNTS’ latest research found that smartphones were
the go-to choice for online financial transactions in the past
month: 71% of consumers used them more frequently than other
devices when they digitally sent or received money from family
and friends. This trend extends to the online purchase of goods
and services as well, with 63% of consumers using smartphones
more frequently than other devices for these transactions.

Most consumers also used their smartphones to access their
bank accounts or make bill payments, further suggesting that
consumers trust that these devices are secure. We found that
61% of consumers used their smartphones to access their bank
accounts and 52% used them to make the bill, rent or loan pay-
ments.
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FIGURE 1:
Devices consumers used for recent
online financial transactions

Share of consumers who used select devices most often for specific
online transactions in the 30 days before being surveyed

B Smartphone
B Desktop or laptop computer

B Other
Sent or received money from
family or friends Accessed my bank
71.1% 60.9% I
13.8% s 27.3% m———
15.0% s 11.8% mmm
Paid for goods or services Paid bills, rent or loan payments
62.7% I 52.0% I
22.9% — 33.5% m—
14.4% == 14.5%

Source: PYMNTS
Consumer Authentication Preferences for Online Banking and Transactions, January 2023
N varies based on online transactions completed, fielded Sept. 26, 2022 - Oct. 3, 2022

Consumers who prefer to use their computers to conduct online
transactions tend to use them to access their bank accounts
and pay their bills, rent or loans. They were 19% more likely to
use a computer to access their bank accounts than to pay for
goods and services, and 46% more likely to make bill, rent or
loan payments than purchase goods and services.
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Passing over passwords
for biometrics

Advanced identity authentication measures are necessary to
ensure the security and integrity of sensitive information, espe-
cially for online financial transactions. Our research found that
biometrics are trending up while passwords are trending down,
as 52% of consumers who use biometrics prefer this authentica-
tion method, while only 25% of consumers who use passwords
prefer them over other options.

Despite this difference in interest, passwords remain the most
widely used authentication method. In the past 30 days, 65% of
consumers used a password to access accounts and payment
transactions; only 16% of all consumers preferred this method,
however. These low levels of consumer affinity hint at the in-
herent drawbacks of passwords, such as difficulty remembering
complex ones and their vulnerability to theft.
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FIGURE 2A:

Consumers’ use of and preference for

authentication methods

Share of consumers who have used select authentication methods

in the past month

Password
65.1% I

PIN code
61.1% I

Biometrics
46.5% I

One-time password
40.5% I

Security questions
36.9% I

Email address
35.6% I

Responding to an email or text

to prove ownership
32.4% AE—

7%

in the past month.

Multifactor authentication
32.2% I

Phone number
31.9% I

Answering questions related to

private information
23.5% I——

Home address
18 1% mm—

Providing identification in person
13.9% =

Providing digital identification
12.6% -
Receiving a call from the provider to

offer additional information
10.2% Imm

Source: PYMNTS
Consumer Authentication Preferences for Online Banking and Transactions, January 2023
N = 2,584: Complete responses, fielded Sept. 26, 2022 - Oct. 3, 2022

of consumers used biometric
authentication methods

N
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Although a relative newcomer to the field of consumer-level FIGURE 2B: ; £ and ; ;

identity authentication, biometrics have quickly gained traction Consum.ers s AT WIS AR A A LS
authentication methods

among consumers. Our data reveals that 47% of consumers

Share of consumers who have used select authentication methods
used at least one biometric authentication method — finger- and cite this method as their most preferred method

print, face, or voice recognition in the past 30 days. Among this RESPONeINEED € CmeEll CIFiEesE

Biometrics to prove ownership
group of consumers, 52% prefer biometrics for authentication 51.7% 12.6% -
over other methods they have used. Multifactor authentication Security questions
33.9% I 11.8% =
: ) : : Answering questions related to
We attribute consumers’ rapid adoption of and preference for PIN code et bimedon
biometrics most to their belief that these methods offer a higher 29.1% I—— 10.2% -
level of security. Our research found that 31% of consumers Password Ermail address
: . . . 24.7% — 10.0% =
view biometrics as the most secure method for authentication,
i 0 ; One-time password Phone number
while only 9% of consumers hold the same view of passwords. e o
The data also shows that respondents see biometrics as slight- Receiving a call from the provider to
. . Providing identification in person offer additional information
ly more convenient, faster and easier to use than passwords. 13.9% m——m 9.5% M.
Providing digital identification Home address
13.4% m— 6.9% mm

Source: PYMNTS
Consumer Authentication Preferences for Online Banking and Transactions, January 2023
N = 2,584: Complete responses, fielded Sept. 26, 2022 - Oct. 3, 2022

Financial institutions are facing a clear
and present threat to their consumer \
banking customer base. To ensure they

can maintain customer satisfaction and

ultimately retention, banks and credit unions . °
should explore new, customer-preferred /
fraud prevention solutions.
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Consumers want more
security from banks

Banks play a crucial role in the security of online financial trans-
actions, and the majority of consumers stand by their banks’
security measures. Overall, 83% of consumers believe that their
banks are doing a good job of protecting their sensitive infor-
mation and preventing unauthorized access to their accounts,
and we measured little variation across different demographic
groups.

Bridge millennials and millennials were the most likely to strong-
ly agree that their Fls provide the highest level of security, with
42% expressing this sentiment. They were followed by 36% of
both Generation X members and baby boomers and seniors
who said the same. The share of Generation Z consumers who
strongly agreed with this view was only slightly lower: 35%.

Consumer Authentication Preferences for Online Banking and Transactions

FIGURE 3:

Consumers’ belief in banks’ online security

Share of consumers citing select levels of agreement that their
Fls provide the highest level of security, by demographic

B Strongly agree

M Agree

B Neither agree nor disagree
Disagree or strongly disagree

Generation

Baby boomers and seniors
35.9% I
48.7% ——
12.4% wmm
3.0%

Generation X

36.4% I
47.4%
12.6% maam

3.6%

Bridge millennials
42.0% I
4.3.7% m——
10.3% mam
41%

Millennials
41.6% I
43.2%
10.6% mam
4.6%

Generation Z
34.9% I
39.5%
14.8% mmmmm
10.7%

Sample
37.6% I
45.5%
12.2% mam
4.6%

Income

More than $100K
37.6% I
49.1%
9.2% mm
41%

$50K-$100K

38.4% N
44.0%
12.7% mam

4.9%

Less than $50K
36.8% I
42.9% m——
15.2% mmmm
5.0%

Source: PYMNTS

Consumer Authentication Preferences for Online Banking
and Transactions, January 2023

N = 2,584: Complete responses,

fielded Sept. 26, 2022 - Oct. 3, 2022
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Consumers want more security from banks

Many consumers feel their banks should be doing more. Our
research found that half of the consumers said that their Fls
should provide them with more security measures — either
visible ones that require a user to act, such as entering a pass-
word or using biometric authentication, or invisible ones that
work behind the scenes.

It is important to highlight that visible security measures have an
outsized impact on consumers’ perceptions. Those who believe
their Fls are not providing sufficient security overwhelming-
ly favor implementing more visible security measures, at 50%.
This reflects their desire not only for greater security but also
for more options that meet their authentication and security
preferences.

We observed that the majority of Gen X (52%), Gen Z (57%),
bridge millennial (64%), and millennial (63%) consumers all
want their banks to implement additional security measures to
protect their online financial transactions. For baby boomers
and seniors, the share was significantly lower, at 33%, though
still substantial.

(& entersekt
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FIGURE 4:

Consumers’ views of
banks’ online security

Share of consumers expressing select
sentiments about their FIs’ level of
security measures, by demographic

B More visible

B Comfortable with the current mix

B More invisible

Generation

Baby boomers and seniors
13.3% -
66.5% I
20.2%

Generation X
26.9% I
47.7% I
25.4%

Bridge millennials
31.2% I
36.6% I
32.3%

Millennials
32.1% I
37.0%
30.9%

Generation Z
25.6% I
43.4%
31.0%

Sample
23.8% I
50.1%
26.1% ——

Income

More than $100K
29.8% I

42 .6% I
27.6%

$50K-$100K
22.0% I
52.3%
25.7% s

Less than $50K
18.8% I
56.5%
24 7%

Bank security

Agree that bank provides the highest
level of security

21.7% I

50.5%

27.9% mmm—

Neither agree nor disagree that bank
provides the highest level of security
28.8% I
53.3%
17.9% mmm——

Disagree that bank provides the highest
level of security
49.9% I
33.9% m——
16.1%

Source: PYMNTS

Consumer Authentication Preferences for Online Banking and Transactions, January 2023
N = 2,584: Complete responses, fielded Sept. 26, 2022 - Oct. 3, 2022
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Non-routine transactions
under the security spotlight

Considering the widespread cyber threats, consumers are con-
cerned about safeguarding their sensitive personal information
and finances during online financial transactions. Our research
found that 36% of consumers want their banks to require more
visible security measures for infrequent online transactions,
which are perceived as higher risk, while only 27% say the same
for routine online financial transactions.

To better understand these preferences, we examined different
categories of infrequent and frequent online financial trans-
actions. Our analysis found that 38% of consumers would like
their banks to require more visible security measures when a
new device is used to access their bank accounts, and 37% said
the same for online transactions involving large sums of money.
Additionally, 35% of consumers want more visible security mea-
sures when completing their first online transaction with a new
retailer and when updating their personal information in their
bank account.

Consumer Authentication Preferences for Online Banking and Transactions

FIGURE 5:
Consumers’ preferences for additional
security measures

Share of consumers agreeing with select statements about
security measures, by transaction category

M | would like more visible
security measures.

B | am comfortable with the current
security measures.

M | would like more invisible
security measures.

20.0%

19.7%

36.2% 27.2%

43.7% 53.1%

Consumer Authentication Preferences for Online Banking and Transactions, January 2023

Source: PYMNTS

N = 2,584: Complete responses,
fielded Sept. 26, 2022 — Oct. 3, 2022

38%

of consumers want their bank to
require more visible security measures
when a new device is used to access
their bank accounts.
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Consumers are less concerned about security measures for gGURE 6:'t :
. . . . C . ecuri measure prererences
routine online financial activities than they are about infre- y P
.. .. . Share of consumers citing select preferences about types of security
quent ones, but even so, 30% prefer additional visible security measures for select transactions, by frequency category
measures when accessing their bank accounts from familiar B | would like more visible security measures.
devices, and 29% want the same when sending or receiving B | am comfortable with the current security measures.
L. . L. M | would like more invisible security measures.
money. Similarly, 27% of consumers want additional visible se-
curity measures when purchasing goods and services online, Infrequent transactions Routine transactions
o .y . . . When | use a new device to access my
and 26% prefer additional visible measures when making bill, bank account Winen aceessing my bk araeurt
38.0% IE— 30.4% EE—
rent or loan payments. e et
) . . 19.0% 20.7%
Despite these security concerns, just over half of consumers When | spend or send a large amount When sending or receiving money
. . . of money from family or friends
are content with the current measures their banks have in place 37.0% E— 0879 E—
. . = 42.6% I 51.8% I
for several of these frequent online transactions. Specifically, 50.3% m— 10,50, m—
55% are comfortable with the security measures required when When | change my personal information
) ) ) ) ) in My bank account When paying for goods and services
paying bills, rent or loans online, while 53% said the same of the 34.7% ME— 26.8%
. I. h h 9 d d . 45.3% 52.8% M
current measures in place when purchasing goods and services 90.0% mm— 50 4% mm—
online. Similarly, 52% are comfortable with the current security When completing transaction with an When paying bills, rent
. o . online retailer for the first time or loan payments
they encounter when sending and receiving money online. 35.3% IE— 26.4% EE—
43.9% I 54.6% I
20.8% mmmmmm 18.9% s
Source: PYMNTS
o ‘ Consumer Authentication Preferences for Online Banking and Transactions,udanuary 2023
/ N = 2,584: Complete responses, fielded Sept. 26, 2022 — Oct. 3, 2022
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Conclusion

Consumers want their banks to do more to ensure the secu-
rity of their online financial transactions. From a customer’s
perspective, this is not only about the outcome — minimizing
fraud and identity theft — but also about having access to their
preferred authentication methods, such as biometrics. Half of
consumers feel that banks should implement additional secu-
rity measures, including visible ones that require users to take
additional authentication steps, particularly for high-risk trans-
actions and situations, such as when using a new device to
access an account. This is despite most consumers being gen-
erally satisfied with the overall level of security their Fls provide,
highlighting the gap between functional security outcomes and
customer experience preferences. To maximize customer re-
tention and win new business, banks must deliver the security
features and authentication options consumers prefer.

Methodology

Consumer Authentication Preferences for Online
Banking and Transactions, a PYMNTS and Entersekt
collaboration, examines consumers’ authentication
and security preferences for online financial trans-
actions. This report is based on a survey of 2,584
adult consumers in the U.S. that was census-bal-
anced regarding a number of key variables and was
conducted between Sept. 26, 2022, and Oct. 3,
2022. Our respondents’ average age was 47, 52%
were female, and 37% earned more than $100,000
annually.
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About

PYMNTS is where the best minds and the best content meet
on the web to learn about “What’s Next” in payments and
commerce. Our interactive platform is reinventing the way
in which companies in payments share relevant information
about the initiatives that shape the future of this dynamic
sector and make news. Our data and analytics team includes
economists, data scientists and industry analysts who work
with companies to measure and quantify the innovation that
is at the cutting edge of this new world.

Entersekt is a leading provider of strong device identity and
customer authentication software. Financial institutions and
other large enterprises in countries across the globe rely
on its multipatented technology to communicate with their
clients securely, protect them from fraud, and serve them
convenient new experiences irrespective of the channel or
device in use. They have repeatedly credited the Entersekt
Secure Platform with helping to drive adoption, deepen
engagement, and open opportunities for growth, all while
meeting their compliance obligations with confidence. For
more information, please visit www.entersekt.com or email
info@entersekt.com.

We are interested in your feedback on this report. If you
have questions, comments or would like to subscribe,
please email us at feedback@pymnts.com.

Disclaimer

Consumer Authentication Preferences for Online Banking and Transactions may be updated periodically. While reasonable
efforts are made to keep the content accurate and up to date, PYMNTS MAKES NO REPRESENTATIONS OR WARRANTIES
OF ANY KIND, EXPRESS OR IMPLIED, REGARDING THE CORRECTNESS, ACCURACY, COMPLETENESS, ADEQUACY, OR RELI-
ABILITY OF OR THE USE OF OR RESULTS THAT MAY BE GENERATED FROM THE USE OF THE INFORMATION OR THAT THE
CONTENT WILL SATISFY YOUR REQUIREMENTS OR EXPECTATIONS. THE CONTENT IS PROVIDED “AS IS” AND ON AN “AS
AVAILABLE” BASIS. YOU EXPRESSLY AGREE THAT YOUR USE OF THE CONTENT IS AT YOUR SOLE RISK. PYMNTS SHALL
HAVE NO LIABILITY FOR ANY INTERRUPTIONS IN THE CONTENT THAT IS PROVIDED AND DISCLAIMS ALL WARRANTIES
WITH REGARD TO THE CONTENT, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PAR-
TICULAR PURPOSE, AND NON-INFRINGEMENT AND TITLE. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF
CERTAIN WARRANTIES, AND, IN SUCH CASES, THE STATED EXCLUSIONS DO NOT APPLY. PYMNTS RESERVES THE RIGHT
AND SHOULD NOT BE LIABLE SHOULD IT EXERCISE ITS RIGHT TO MODIFY, INTERRUPT, OR DISCONTINUE THE AVAILABILI-
TY OF THE CONTENT OR ANY COMPONENT OF IT WITH OR WITHOUT NOTICE.

PYMNTS SHALL NOT BE LIABLE FOR ANY DAMAGES WHATSOEVER, AND, IN PARTICULAR, SHALL NOT BE LIABLE FOR ANY
SPECIAL, INDIRECT, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, OR DAMAGES FOR LOST PROFITS, LOSS OF REVENUE,
OR LOSS OF USE, ARISING OUT OF OR RELATED TO THE CONTENT, WHETHER SUCH DAMAGES ARISE IN CONTRACT,
NEGLIGENCE, TORT, UNDER STATUTE, IN EQUITY, AT LAW, OR OTHERWISE, EVEN IF PYMNTS HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

SOME JURISDICTIONS DO NOT ALLOW FOR THE LIMITATION OR EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSE-
QUENTIAL DAMAGES, AND IN SUCH CASES SOME OF THE ABOVE LIMITATIONS DO NOT APPLY. THE ABOVE DISCLAIMERS
AND LIMITATIONS ARE PROVIDED BY PYMNTS AND ITS PARENTS, AFFILIATED AND RELATED COMPANIES, CONTRACTORS,
AND SPONSORS, AND EACH OF ITS RESPECTIVE DIRECTORS, OFFICERS, MEMBERS, EMPLOYEES, AGENTS, CONTENT COM-
PONENT PROVIDERS, LICENSORS, AND ADVISERS.

Components of the content original to and the compilation produced by PYMNTS is the property of PYMNTS and cannot be
reproduced without its prior written permission.

© 2023 PYMNTS All Rights Reserved


http://https://pymnts.com/
http://www.entersekt.com
mailto:info%40entersekt.com?subject=
mailto:feedback%40pymnts.com?subject=Consumer%20Authentication%20Preferences%20for%20Online%20Banking%20and%20Transactions

