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M ore than 40% of financial institutions (FIs) are 
seeing increasing volumes of fraud and financial 
crime, according to a recent PYMNTS Intelligence 
report, and this advancing wave likely poses a sig-

nificant threat to the financial services industry.1 Security is 
a top concern, particularly for financial services firms, as one 
of the industry’s selling points is the security its firms provide 
customers on digital platforms . Consumers reported losing 
approximately $8 .8 billion to fraud in 2022; bank fraud cases 
grew 25% from 2021 to 2022 .2,3 In this landscape, FIs need cut-
ting-edge tools to fight the rising tide of fraud and financial 
crime .

INTRODUCTION

Survey data shows that FIs typically use a combination of cur-
rent technology solutions to address the myriad security issues 
in the industry . For example, FIs use internal artificial intelligence 
(AI) and machine learning (ML) and cloud-based, third-party 
solutions for fraud-fighting, and each approach poses specific 
challenges for innovation and integration . Third-party providers 
are an essential piece in the puzzle .

Financial Institutions Revamping Technologies to Fight Finan-
cial Crimes, a PYMNTS Intelligence and Hawk AI collaboration, 
explores the technological solutions FIs currently use to detect 
and combat financial crimes, as well as the technology they 
plan to use in the future . We surveyed 10 FIs in North Amer-
ica between Oct . 10 and Oct . 13 to examine their choices and 
behavior pertaining to technological solutions to improve their 
fraud and financial crime prevention operations .

This is what we learned.
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Much of the financial industry still utilizes in-house teams 
to develop fraud prevention tools, but the next wave of 
technologies has pushed many to consider external pro-
viders . FIs develop 48% of the technologies and 57% of 
the processes they use to combat fraud in-house, on 
average . For example, all FI respondents in our survey use 
customer transaction alerts .

Most FIs use a mix of in-house and third-party solutions, 
but the exact mix varies . While half of the FIs surveyed 
said they developed 50% or less of this customer trans-
action alert technology in-house, 30% developed more 
than 50% in-house and 20% developed these tools solely 
in-house . This pattern is relatively common across dif-
ferent fraud-fighting technologies, with most being a 
fairly fluid mix of in-house and third-party develop-
ment . (Exceptions include call center-based multi-factor 
authentication, which FIs mostly outsource .)

While many FIs 
develop tools to  
combat fraud 
in-house, just 14% 
rely exclusively on 
in-house AI and ML 
fraud-fighting tools.
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FIGURE 1:
Fraud-fighting tool development  
Share of FIs that use select technologies to detect and address fraud  
and financial crimes, by who developed the technology 
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N varies by the technology FIs used, fielded Oct . 10, 2023 – Oct . 13, 2023
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FIs have widely adopted some of these tools . Data shows 
that 71% of FIs use both AI and ML to combat fraud . 
Another tool FIs commonly rely on to combat fraud is 
an application programming interface (API) . Survey data 
shows that 90% of FIs use fraud prevention APIs . Adaptive 
authentication and web-based multi-factor authentica-
tion are also fairly ubiquitous, with 80% of FIs having 
adopted each .
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FIGURE 2: 

Technologies FIs use to combat financial crimes 
Share of FIs that currently use select technologies to detect and 
address fraud and financial crimes

Source: PYMNTS Intelligence  
Financial Institutions Revamping Technologies to Fight Financial Crimes, December 2023

N varies by the technology FIs used, fielded Oct . 10, 2023 - Oct . 13, 2023
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Returning to the issue of 
development, just 14% of FIs 
developed all fraud-fighting AI 
and ML technology in-house, 
and 29% rely entirely on third 
parties to provide these tools . 
In-house development of AI 
and ML tools requires sub-
stantial costs, which can help 
explain why this share is low . 
Just 11% of FIs use APIs devel-
oped entirely in-house, while 
22% rely entirely on third-party 
API solutions . These figures 
highlight a key aspect of mod-
ern-day fraud-fighting for FIs: 
that third-party technologies 
are paramount .
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Financial crimes’ constant evolution may cause FIs to 
revamp their efforts over the next three years . While 80% 
of FIs will rely on a mix of third-party providers and their 
own technology, the remaining 20% say that instead of 
developing their own technologies, they will integrate 
third-party technologies into their existing systems, which 
could suggest that costs are driving this decision . Ulti-
mately, 70% of FIs will rely on third-party solutions to use 
ML, AI and fraud scores provided by payment processors .

Sixty percent of FIs say they want to rely on third parties 
to incorporate a cloud-based fraud platform and fraud 
prevention APIs — cloud-based solutions not only offer 
the theoretical advantages of distributed computing but 
also remove the heavy structural and financial burden of 
developing systems in-house . As for behavioral analysis, 
30% of FIs use it to detect fraud — and of these FIs, 66% 
use procedures developed by third parties . 

FIs seek to leverage  
third-party providers to 
revamp their financial 
crime technology.
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FIGURE 3:
FIs’ fraud-fighting strategies  
Share of FIs citing select plans for adopting technologies to detect and address 
fraud and other financial crimes 
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Financial Institutions Revamping Technologies to Fight 

Financial Crimes, December 2023
N = 10: Whole sample,  

fielded Oct . 10, 2023 - Oct . 13, 2023
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The reputation of a 
prospective provider  
and ease of integrating  
its third-party solution  
are crucial for FIs’  
decision-making, with  
90% mentioning these  
as top reasons for  
choosing a particular  
third-party provider.

Just as FIs aim to build a reputation to win over pro-
spective account holders, public confidence is key when 
selecting a provider for this crucial technology . Nearly all 
FIs say they will choose a third-party provider based on 
its reputation in developing technologies to combat fraud, 
even exceeding the 90% of FIs that cited the ease and 
expertise with which they can integrate new technolo-
gies with existing ones as their reason for using a specific 
third-party provider . Seventy percent of FIs will choose 
providers based on their own testing of new technolo-
gies . Similarly, another 70% point to cost as a deciding 
factor when considering external providers . One surpris-
ing note: FIs seem disinterested in external viewpoints 
when making these decisions, as the least important fac-
tors considered by FIs are customer needs and employee 
feedback, with just 30% of FIs mentioning each as an 
influential factor .
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FIGURE 4:
FIs’ considerations when selecting third-party solutions 
Share of FIs citing select factors as influential in their choice of third-party  
solution providers in the next three years
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Financial Institutions Revamping Technologies to Fight 
Financial Crimes, a PYMNTS Intelligence and Hawk:AI 
collaboration, explores the type of technological solu-
tion FIs use to detect and combat financial crimes . 
We surveyed 10 financial institutions in North America 
between Oct . 10 and Oct . 13 to examine their choices 
and behavior pertaining to technological solutions 
they choose to improve their security systems .
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METHODOLOGY

Fraud fighting in today’s economy is a techno-
logical arms race, and FIs continue to adopt 
new technologies such as AI and ML to adapt 
to the evolving challenges of financial crime . 

While some FIs use systems and technologies devel-
oped in-house, most also leverage third-party solutions . 
This trend is slated to continue, as all respondents in 
our sample plan to use third-party technology in the 
future, with most planning to use outsourced AI and ML 
technology . Reputation and ease of integration will be 
critical decision-making criteria for banks as they eval-
uate third-party technology providers .

CONCLUSION

THE PYMNTS INTELLIGENCE TEAM THAT PRODUCED THIS REPORT

Scott Murray
SVP and Head of Analytics

Paula Armendariz Miranda, PhD
Senior Analyst

Harold Maldonado
Senior Writer
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