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WHAT'S AT STAKE

onsumers already use virtual cards more often than is

commonly realized—and that adoption is poised to take off

further this year. A virtual card works like a physical credit

or debit card, minus the plastic, and is tied to a payment
account with a fixed, 16-digit number, just like the one credit and
debit cards have. Holders can stick with that original number or opt
for security reasons to have their virtual card generate a temporary,
unique number for each individual purchase when paying online or
through a smartphone. Over the past six months, more than four in
10 U.S. consumers have used virtual cards. Now the payment method
is poised for significant growth: Some 65% of consumers say they
are likely to use a virtual card within the next 12 months. The path to
adoption typically starts elsewhere, when a consumer opens a mobile
wallet such as Apple Pay and digitizes their physical card to use when
shopping online or in-store. More than half of consumers have already
taken this step. As comfort with digital payment methods grows,
consumers are increasingly exploring virtual cards for their ability to
offer temporary numbers that protect against fraud, revealing a clear
adoption pathway and significant growth opportunities.

elan”
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19%

Increased likelihood that a consumer
with a physical card who experienced
fraud will use a virtual card.

The data highlights four key use cases for virtual cards: unique,
temporary numbers for online shopping; automatic payments;
single-purchase one-time; and merchant-specific virtual
store cards. How technologically literate and enthusiastic
about digital payments a consumer is plays a key role in
whether they use virtual cards.

© 2025 PYMNTS All Rights Reserved
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What we term the Tech Savvy Persona refers to the degree to
which a consumer has both an affinity for connected technology
and enthusiasm for owning connected mobile devices. Within that
persona, Basic Tech consumers, who use only computers, mobile
phones and smart TVs, make up 37% of the group. Those with a
Mainstream Tech bent, meaning they also favor smart watches,
gaming devices and tablets, comprise more than one in 2, or 55%.
The most technologically sophisticated consumers, or the Connected
Tech, favor all those digital devices but also electric vehicles, virtual
reality headsets and connected security cameras. Baby boomers
tend to be Basic Tech consumers (44%), while millennials (at 56%)
and Gen Z (at 55%) dominate the Mainstream category.! Higher-
income individuals tend to be Mainstream Tech, while lower-income
skews toward Basic (52%).

1 PYMNTS Intelligence uses the following birth dates and approximate age ranges in 2025 for generational cohorts: baby
boomers: born in 1964 or earlier and now aged 61 or older; Generation X: born between 1965 and 1980 and now aged 45-60;

millennials: born between 1981 and 1996 and now aged 28-44; bridge millennials: born between 1978 and 1988 and now
aged 37-47; Zillennials: born between 1991 and 1999 and now aged 25-34; and Generation Z: born in 1997 or later and now
aged 28 or younger.
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What we term the Digital Finance Engagement persona refers to
the degree to which a consumer uses digital financial apps or
shops online. At the lowest level, 8.5% of consumers in this group
are Inactive. Some 38% are Explorers, sometimes using apps or
shopping online. Nearly half, or 44%, are Engaged, regularly using
mobile banking apps and sometimes using digital finance apps for
budgeting or investing. Some 9.3% are Enthusiasts, making daily or
near-daily use of mobile banking or digital finance apps for budgeting
or investing, and/or of apps for shopping online.

Because the two personas are at their highest levels interconnected,
use of virtual cards is unsurprisingly highest among consumers
in the Connected Tech and Digital Finance Enthusiast categories,
at 73% and 70%, respectively. Meanwhile, shoppers with only a
Basic Tech level of savviness or an Explorer level of digital financial
engagement are less half as likely to use virtual cards. These figures
suggest that financial institutions can accelerate the adoption of
virtual cards by meeting consumers at their current affinity and
digital adoption levels. That in turn means explaining to consumers
the essential differences between virtual cards, digital wallets and
traditional physical cards.

© 2025 PYMNTS All Rights Reserved
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‘ These are just some of the findings detailed in Digital
Payments Evolution: Virtual Cards Poised to Take

Off, a PYMNTS Intelligence and Elan collaboration.
This edition examines how consumers adopt and

use virtual cards and draws on insights from a

survey of 2,250 U.S. consumers conducted from
Feb. 12, 2025, to Feb. 28, 2025. The report highlights
how digital comfort, security financial habits

influence virtual card preferences today.

This is what we learned.

of all U.S. consumers used
a virtual card within the past six months,

primarily for online shopping - -
and subscription services. [:g [:Q
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DITCHING PLASTIC

Many consumers now use virtual cards,
predominately for online shopping
and subscriptions.

ik

42%

of all consumers used
virtual cards within the past
six months

DIGITAL SAFETY PIONEERS

Digital Finance Enthusiasts (making daily or
near-daily use of mobile banking and/or apps for
shopping online) are ahead of the curve, with more
than five in 10 using one-time virtual card numbers.

%

50%+

of Digital Finance Enthusiasts used a
one-time virtual card number within
the past year

~
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GETTING IT ALL TOGETHER, DIGITALLY

Virtual card adoption is highest among the Tech Savvy
and Digital Finance Enthusiasts, pointing to targeted
growth opportunities.

5 27%

of Connected Tech users cite digital
wallet integration as their main
reason for having used a virtual card
to make a payment within the

last six months

POPULAR AND SET TO GROW

Mainstream consumers show strong interest in
virtual cards, but education about their benefits is
fundamental to wider adoption.

- 74%

of consumers prefer using virtual
cards in at least one payment
situation. Even more would climb on
board if they better understood the
added security, rewards and benefits.

© 2025 PYMNTS AllL Rights Reserved
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Definitions

[; A virtual card exists only in digital form, making it the dig-

itized version of a traditional credit or debit card. It can be
used for online purchases and be added to digital wallets for
in-store payments. Virtual cards may have:

* A temporary virtual card number for online and mobile
shopping

A one-time, unique card number generated for individual
transactions that are carried out via digital wallets

A digital card is a digitized copy of a physical card and is

accessible through a digital wallet.

A digital wallet is an application on your phone, tablet, smart

(o) [0

watch or computer that allows you make payments from
your digital device. It stores your digitized credit or debit card
information, other payment cards, tickets (such those for
sporting events) and airline boarding passes. Common exam-
ples include Apple Pay, Google Wallet and PayPal.

Consumers show strong interest in virtual cards, with Gen Z and those
earning more than $100,000 a year the most likely to have used one
to make a payment within the past six months.
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Digital Wallets Provide a Gateway
to Virtual Cards

While physical cards still dominate payments overall, nearly half
of recent online purchases and subscriptions were made using
a virtual card. Virtual cards differ meaningfully from digitized
physical cards stored in digital wallets. Unlike physical cards
that get digitized for storage in digital wallets, virtual cards exist
solely in digital form. Their principle features consist of their lack
of physical existence and the option for consumers to use them
to generate unique numbers for individual transactions online or
through mobile devices. Emphasizing these basic differences with
traditional credit cards is critical: As consumers gain comfort with
digital wallets (already used by 52%), many move toward virtual
cards that offer more substantial control and fraud protection
through one-time use numbers.

Erean Cara

FIGURE 1

The Full Story | 17

Where consumers use physical or virtual cards
Percentage of transactions made with select payment methods within the last six

months

Online purchases from
large retailers

Restaurant purchases

In-store purchases at
large retailers

In-store purchases at
small/local retailers

Subscription services

Online purchases from
small/local retailers

Travel bookings

International purchases

@ Physical card
@ Virtual card
@ Other method (e.g. cash)

® 48.1% ® 45.2% ® 6.6%

® 70.2% ® 21.0% ® 8.8%

® 69.9% ® 22.8% ® 7.3%

® 69.7% ® 21.7% ® 8.5%

® 45.6% ® 46.2% ® 8.1%

® 51.6% ® 40.5% ® 7.9%

® 57.9% ® 35.0% ® 71%

® 46.3% @ 39.0% ® 14.8%

0% 20% 40% 60% 80% 100%

Source: PYMNTS Intelligence
Digital Payments Evolution: Virtual Cards Poised to Take Off, May 2025
N = varies per transaction, only virtual card users, fielded Feb. 12, 2025, to Feb. 28, 2025

© 2025 PYMNTS All Rights Reserved
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While younger and higher-income consumers lead in using virtual
cards, gaps remain among older and lower-income groups. In the past
six months, 62% of Gen Z and 57% of millennials used virtual cards,
compared to just 22% of baby boomers. Similarly, 46% of consumers
earning more than $100,000 used virtual cards, versus 36% of those
earning less than $50,000. The data thus might suggest that age and
income are correlated with adoption.

FIGURE 2
How usage of virtual cards varies by generations and income

Age groups that have used a virtual card to make payments within the past six months

The Full Story | 19

But the story is more complicated. While nearly three in four Connected
Tech users have used a virtual card number for online shopping, just
45% of Mainstream and 33% of Basic Tech users say the same. The
pattern repeats across advanced features: Half of Connected Tech users
have used single-use card numbers (50%) and set up virtual cards
in merchant apps (55%), while Basic Tech users trail at just 22% and
17%, respectively. These gaps suggest that adoption depends less on
age or income than on fluency with technology—and that simplified,
scenario-based messaging can help Mainstream users gain confidence
and close the usage divide.

61.6%
° 571%
60%
o,
42.2% 46.3% 431%
38.0% 36.0%
40%
SAMPLE
20%
Generation Z Millennials Generation X Baby boomers More than $100K $50K-$100K Less than $50K
GENERATION ANNUAL INCOME

Source: PYMNTS Intelligence

Digital Payments Evolution: Virtual Cards Poised to Take Off, May 2025

N = 2,516: Whole sample, fielded Feb. 12, 2025, to Feb. 28, 2025
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4 N
FIGURE 3 @ Connected Tech
. . . . @ Mainstream Tech
Use of a virtual card or digital wallet tracks tech savviness @ Basic Tech
Use cases by tech persona
] o 81.6%
Use a card stored in my phone's digital wallet 58.6%
38.4%
Save and use my physical card 50.8% 72.3%
. . . . (o]
information in a merchant's app 381%
] ) . 73.6%
Use a virtual card number for online shopping YT 45.3%
170
Store and use digital tickets 46 7o, 72.2%
. . o
or passes in my phone's wallet
. o ) 62.6%
Get instant digital access to a new credit card 31.4%
Set up automatic payments 28.9% 53.6%
. . . (]
using a virtual card 21.9%
Use a one-time card number 23 5% 50.4%
. - . o
for a single online purchase 21.8%
Create and use a virtual store card 25 B0t 54.9%
. . (o]
stored in a merchant's app 171%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Source: PYMNTS Intelligence
Digital Payments Evolution: Virtual Cards Poised to Take Off, May 2025
N = 2,250: Complete responses: Consumers who made at least one digital payment in the past six months, fielded Feb. 12, 2025, to Feb. 28, 2025
- J
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Security Concerns Drive
Virtual Card Interest

Consumers aren’t just experimenting—they’re using virtual
cards in intentional ways that reflect their concerns about
security and fraud. One in four have used a one-time card
number for an online purchase. Twenty-eight percent have
used virtual cards to set up automatic payments, and 25%
have created store-specific virtual cards in merchants’ apps.
Nearly 6 in 10, or 56%, have used a virtual card number that
differs from their physical card. These behaviors reflect a
growing awareness that virtual cards offer more than digital
convenience—they also offer protection and control. While
digital wallets are more widely used, consumers increasingly
choose virtual card features when security matters most.

elan”

FIGURE 4

Consumer use of virtual cards

The Full Story

Share of consumers with experience and interest in select use cases

Using a card stored in my phone's
digital wallet

Saving and using my physical card
information in a merchant's app

Using a virtual card number for
online shopping

Storing and using digital tickets or
passes in my phone's wallet

Getting instant digital access to a
new credit card

Setting up automatic payments
using a virtual card

Using a one-time card number for
a single online purchase

Creating and using a virtual store
card in a merchant's app

@ | have done this in the last 12 months
@ | have heard of this and am interested in trying it
@ | have heard of this but am not interested in trying it

@ | have not heard of this before

® 52.4% ® 15.2% @ 26.6% ® 5.9%

® 51.9% ® 16.4% ® 24.1% ® 7.6%

® 42.9% ® 20.7% ® 24.5% ® 12.0%

® 39.3% ® 20.9% ® 24.2% ® 15.6%

® 31.2% @ 23.3% @ 29.0% ® 16.5%

® 23.8% ® 23.1% ® 31.5% ® 171%

® 25.3% @ 23.4% ® 28.6% ® 22.7%

® 24.7% @ 21.9% @ 33.2% ® 20.1%

0% 20% 40% 60% 80% 100%

Source: PYMNTS Intelligence

Digital Payments Evolution: Virtual Cards Poised to Take Off, May 2025
N = 2,250: Complete responses: Consumers who

made at least one digital payment in the past six months,

fielded Feb. 12, 2025, to Feb. 28, 2025

23
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Tech Savviness Influences

Virtual Card Adoption

Tech-savvy consumers are leading virtual card adoption. Connected
Tech users are twice as likely to use virtual cards as Basic Tech
users. Digital Finance Enthusiasts—those who regularly use
budgeting apps, online investing or mobile banking—also report
high usage. Seven in 10 Enthusiasts have used virtual cards,
compared to just one in 10 inactive digital finance users. These
consumers value speed, control and seamless experiences.
Integration with digital wallets plays a key role: More than one
in four or 27%, of Connected Tech users say that this was their
reason for using a virtual card. To meet expectations, providers
must prioritize instant access, in-app usability and seamless

digital integrations.
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FIGURE 5
Push and pull dynamics of virtual card use

Factors that made consumers use a virtual card for any kind of payment within the last six

months, by tech persona

Digital wallet integration

Rewards/cash back

Immediate access to card after
approval (no waiting for physical card)

Enhanced security features

Real-time spending controls

Ability to generate temporary numbers

Other

® Connected Tech
@ Mainstream Tech
@ Basic Tech

26.5%
23.5%
16.2%
16.0%
23.4%
23.4%
23.9%
17.6%
23.9%
16.2%
18.3%
13.5%
9.5%

7.3%
11%

5.8%
6.4%
6.3%

21%
3.7%
5.6%

0% 10% 20% 30%

Source: PYMNTS Intelligence

Digital Payments Evolution: Virtual Cards Poised to Take Off, May 2025
N = 1,059: Virtual card users, fielded Feb. 12, 2025, to Feb. 28, 2025
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FIGURE 6

0 Virtual cards vary in their appeal
Factors that made consumers use a virtual card for any kind of payment within the last six
o months, by digital financial engagement persona

Sh.arze of I.Erjgaged Digit.al Financ.:e users 2 EN & 28

citing digital wallet integration as a e

factor behind their use of a virtual card Digtal wallet integration 231% 24.1% 16.6% 5.7%
to make a payment in the last six months.

Rewards/cash back 21.2% 23.4% 20.6% 39.0%

Immediate access to card after approval 20.9% 19.0% 231% 17.2%

- . . . . (no waiting for physical card)
Mainstream and Basic Tech users remain key to scaling widespread

adoption. These users tend to favor familiar benefits such as

Enhanced security features 12.0% 16.3% 18.3% 18.1%
rewards and fraud protection. Nearly one in four cite rewards
or cashback as their top reason for using virtual cards, aligning
closely with their physical card habits. Meanwhile, only 22% of Real-time spending controts 14.9% 6.9% 2.9% 3.5%
Basic Tech users have used one-time card numbers, compared
to 50% of Connected Users. A dual-track strategy is needed: Ability to generate temporary numbers iz 6:6% e e
preserve familiar incentives for mainstream users while offering
digital-first features to connected users. This approach ensures Other 1.8% 3.7% 5.8% 9.9%
broad appeal and eases the transition for those still catching
up with the digital revolution. Adoption also tracks closely with et Paymente Evotution: Virtual Cards fj:det:YTZ”kNeTf)f'f”t“j:ygng:

age: Younger Users, eSpeCially Gen Z and mil.l.ennia.l.s, report the N = 1,059: Virtual card users, fielded Feb. 12, 2025, to Feb. 28, 2025

highest virtual card usage rates across all personas, reinforcing
the need to tailor digital-first features toward these age cohorts,
even within Mainstream and Basic Tech segments. L
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Consumers Prefer Virtual
Cards—When They
Understand the Benefits

Most consumers are open to using virtual cards when
the benefits are clear. Nearly three in four say they would
prefer to use one in at least one payment scenario, most
typically for online shopping at familiar merchants.
Preference is high across income groups—78% among
those earning more than $100K and 69% among those
earning less than $50K. But the generational gap is
striking: 95% of Gen Z prefer virtual cards in at least
one payment situation, compared to just 48% of
baby boomers. These differences suggest opportunity
across the board—as long as providers can match their
messaging to digital familiarity.

e o

FIGURE 7

When virtual cards trump physical ones
Share of consumers stating the situations in which they would prefer to use a virtual card
over a physical card

The Full Story | 29

Online shopping with unfamiliar merchants — 32.0%

In-store purchases with familiar merchants _ 221%
International transactions _ 20.1%

In-store purchases with unfamiliar merchants _ 17.8%

Would prefer a virtual card over a physical card 0
in all situations - 5.7%

Would not prefer a virtual card over a physical card _ o
in any situations 26.0%

0% 10%

20% 30% 40%

Source: PYMNTS Intelligence

Digital Payments Evolution: Virtual Cards Poised to Take Off, May 2025
N = 2,250: Complete responses: Consumers who made at least one digital payment in the past six months,

fielded Feb. 12, 2025, to Feb. 28, 2025

© 2025 PYMNTS All Rights Reserved
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1%

of Basic Tech users cite

better fraud protection as a factor
that would increase their use of

virtual cards.

Despite the security of virtual cards, fraud concerns persist.

Seventeen percent of Connected Tech users say fraud protection is

their top priority. Digital Finance Explorers and Inactive users also

lag in usage. Providers should seek to convey payment scenarios,

clear tutorials and tangible incentives to build consumer trust.

Without simplified education, the gap between Tech Forward and

Mainstream users will persist, slowing broader adoption.

elan”
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FIGURE 8

What appeals to consumers about virtual cards
Factors that would increase consumers’ use of virtual cards, by tech persona

Better fraud detection
17.1% D

20.1% G
16.5% D

More rewards/cash back
16.5% D

18.7% D
13.7% D

More information on the unique benefits of
virtual cards

7.6% @D

57% @

3.9% @

Better integration with my existing banking apps
7.4% @D

4.8% @
4.8% @

Better understanding of how virtual cards work

6.4% @D
12.3% GIED
10.5% Gl

More merchants accepting them

12.1% D
9.1% GllD
6.8% @D

Instant ability to spend on a card after approval
of a new card

9.9% D

3.6% @

4.8% @

Other
0.5%'
0.7%"
0.6%!

Clearer explanation of security features

9.5% @D
5.4% @
5.3% @

Easier setup process

5.8% @
4.7% @
7.2% G

® connected Tech
@® Mainstream Tech
@ Basic Tech

Nothing would make me increase my use of
virtual cards

71% @D
15.0% CllD
26.0% D

Source: PYMNTS Intelligence

Digital Payments Evolution: Virtual Cards Poised to Take Off, May 2025

N = 2,250: Complete responses: Consumers who made at least one digital payment
in the past six months, fielded Feb. 12, 2025, to Feb. 28, 2025

© 2025 PYMNTS All Rights Reserved
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Fraud Experiences Prompt
Digital Payment Shift

Fraud changes consumer behavior. Among those who have
experienced fraud or security issues, 36% say they are now
more likely to use a virtual card. Half of this group used a virtual
card to pay in the past six months—19% more than the overall
population. These users actively seek tools that offer more control
and reduce exposure to future risk. Virtual cards—with features
like single-use numbers and card numbers distinct from physical
cards—meet this need directly.

Consumer experiences of fraud accelerate the
adoption of virtual payment methods, reshaping
payment preferences.

Yet not all consumers associate virtual cards with better security.
Despite their benefits, many still link digital payments with risk.
Financial institutions should treat fraud-driven worries as a
conversion opportunity to educate consumers on how virtual cards
minimize exposure, limit reuse and prevent account compromise.
Framing virtual cards as a post-fraud recovery tool—rather than
simply as a high-tech payment option—could shift perception
and drive adoption among security-conscious consumers.

PYMNTS 2
INTELLIGENCE elan © 2025 PYMNTS All Rights Reserved
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FIGURE 9

Fraud’s impact on virtual card adoption

The impact of experiences with fraud or security issues on the
likelihood of using virtual cards within the past six months

Much
more likely

14.5%
of consumers who have experienced fraud o

or security issues say they are now more 16;2/
likely to use a virtual card. oty \ 20

9.8%

Source: PYMNTS Intelligence
Digital Payments Evolution: Virtual Cards Poised to Take Off, May 2025
N = 1,330: Consumers who experienced fraud, fielded Feb. 12, 2025, to Feb. 28, 2025
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ACTIONABLE

A

Card issuers must recognize
that virtual card usage is
already mainstream. Forty-
two percent of consumers
used one within the last six
months, and 65% say they’re
likely to do so within the
next year. Online purchases
and subscriptions are the
top use cases. Providers
should lead with these
categories to drive uptake
before expanding into less
common, in-store scenarios.

N

Fraud shifts preferences.
Among consumers who have
experienced fraud or security
issues with traditional cards,

36% say they’re now more
likely to use a virtual card. Half
of these consumers used one

in the past six months—19%
above average. Highlighting
virtual cards’ added security
and fraud controls can convert
these high-intent users and
shift concern to sustained

adoption.

| S—
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Education can drive engagement.
More than one in 10 consumers
want help understanding how
virtual cards work. Among Basic

Tech users, 26% still resist
adoption. Providers should
offer simple, guided tutorials
to demonstrate ease of use
and highlight features such as
temporary numbers, reward
integration, and enhanced
security—especially for consumer
segments unfamiliar with
advanced digital payment tools.
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— for more cautious ones,
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Issuers must realize that
segment needs differ. Tech
Savvy users prioritize digital

wallet integration, while
Mainstream and users value

traditional card features such
as rewards. Adoption may
accelerate when messaging
matches these preferences.
Providers should emphasize
innovation for Digital-First
users and promote familiarity
building broader appeal 08 _
through a dual-track strategy. =
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igital Payments Evolution: Virtual Cards Poised to
Take Off, a PYMNTS Intelligence and Elan collabora-
tion, is based on a survey conducted from Feb. 12,
2025, to Feb. 28, 2025. The report examines consumer
adoption and usage of virtual and digital cards, focusing on tech-
nology familiarity, payment preferences and security concerns.
The survey gathered responses from 2,516 U.S. consumers who
made at least one digital payment within the past six months.
The sample was balanced based on U.S. census data, including
demographics such as income, age and education. This report
explores how consumers use virtual cards, what drives their
preferences and how usage varies across personas.

THE PYMNTS INTELLIGENCE TEAM THAT PRODUCED THIS REPORT:

John Gaffney Mariah Warner, PhD
Chief Content Officer Senior Research Manager
Lynnley Browning Adam Putz

Managing Editor Senior Writer
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ABOUT

PYMNTS Intelligence is a leading global data and analytics platform that
uses proprietary data and methods to provide actionable insights on what’s

now and what’s next in payments, commerce and the digital economy. Its
team of data scientists include leading economists, econometricians, survey
experts, financial analysts and marketing scientists with deep experience
in the application of data to the issues that define the future of the digital
transformation of the global economy. This multi-lingual team has conducted
original data collection and analysis in more than three dozen global mar-
kets for some of the world’s leading publicly traded and privately held firms.

Elan Credit Card partners with financial institutions to grow their business
through our turnkey credit card issuing solution, mortgage solutions, and
all-in-one merchant processing platform, talech® Our dedication to our
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